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Chapter 1: Introdu
tion 11 Introdu
tionThe GNU Hurd1 is the GNU Proje
t's repla
ement for the Unix kernel. The Hurd is a
olle
tion of servers that run on the Ma
h mi
rokernel to implement �le systems, networkproto
ols, �le a

ess 
ontrol, and other features that are normally implemented by the Unixkernel or similar kernels (su
h as Linux).1.1 Audien
eThis manual is designed to be useful to everybody who is interested in using, administering,or programming the Hurd.If you are an end-user and you are looking for help on running the Hurd, the �rst few
hapters of this manual des
ribe the essential parts of installing, starting up, and shuttingdown a Hurd workstation. If you need help with a spe
i�
 program, the best way to usethis manual is to �nd the program's name in the index and go dire
tly to the appropriatese
tion. You may also wish to try running program --help, whi
h will display a brief usagemessage for program (see Chapter 3 [Foundations℄, page 14).The rest of this manual is a te
hni
al dis
ussion of the Hurd servers and their imple-mentation, and would not be helpful until you want to learn how to modify the Hurd.This manual is organized a

ording to the subsystems of the Hurd, and ea
h 
hapterbegins with des
riptions of utilities and servers that are related to that subsystem. If youare a system administrator, and you want to learn more about, say, the Hurd networkingsubsystem, you 
an skip to the networking 
hapter (see Chapter 11 [Networking℄, page 71),and read about the related utilities and servers.Programmers who are interested in learning how to modify Hurd servers, or write newones, should begin by learning about a mi
rokernel to whi
h the Hurd has been ported(
urrently only GNU Ma
h) and reading Chapter 3 [Foundations℄, page 14. You shouldthen familiarize yourself with a subsystem that interests you by reading about existingservers and the libraries they use. At that point, you should be able to study the sour
e
ode of existing Hurd servers and understand how they use the Hurd libraries.The �nal level of mastery is learning the about the RPC interfa
es whi
h the Hurdlibraries implement. The last se
tion of ea
h 
hapter des
ribes any Hurd interfa
es usedin that subsystem. Those se
tions assume that you are perusing the referen
ed interfa
ede�nitions as you read. After you have understood a given interfa
e, you will be in a goodposition to improve the Hurd libraries, design your own interfa
es, and implement newsubsystems.1.2 FeaturesThe Hurd is not the most advan
ed operating system known to the planet (yet), but it doeshave a number of enti
ing features:it's free softwareAnybody 
an use, modify, and redistribute it under the terms of the GNUGeneral Publi
 Li
ense (see Se
tion 1.5 [Copying℄, page 3). The Hurd is part1 The name Hurd stands for \Hird of Unix-Repla
ing Daemons." The name Hird stands for \Hurd ofInterfa
es Representing Depth."



Chapter 1: Introdu
tion 2of the GNU system, whi
h is a 
omplete operating system li
ensed under theGPL.it's 
ompatibleThe Hurd provides a familiar programming and user environment. For allintents and purposes, the Hurd is a modern Unix-like kernel. The Hurd uses theGNU C Library, whose development 
losely tra
ks standards su
h as ANSI/ISO,BSD, POSIX, Single Unix, SVID, and X/Open.it's built to surviveUnlike other popular kernel software, the Hurd has an obje
t-oriented stru
turethat allows it to evolve without 
ompromising its design. This stru
ture willhelp the Hurd undergo major redesign and modi�
ations without having to beentirely rewritten.it's s
alable The Hurd implementation is aggressively multithreaded so that it runs eÆ-
iently on both single pro
essors and symmetri
 multipro
essors. The Hurdinterfa
es are designed to allow transparent network 
lusters (
olle
tives), al-though this feature has not yet been implemented.it's extensibleThe Hurd is an attra
tive platform for learning how to be
ome a kernel ha
keror for implementing new ideas in kernel te
hnology. Every part of the systemis designed to be modi�ed and extended.it's stable It is possible to develop and test new Hurd kernel 
omponents without reboot-ing the ma
hine (not even a

identally). Running your own kernel 
omponentsdoesn't interfere with other users, and so no spe
ial system privileges are re-quired. The me
hanism for kernel extensions is se
ure by design: it is impossibleto impose your 
hanges upon other users unless they authorize them or you arethe system administrator.it exists The Hurd is real software that works Right Now. It is not a resear
h proje
tor a proposal. You don't have to wait at all before you 
an start using anddeveloping it.1.3 OverviewAn operating system kernel provides a framework for programs to share a 
omputer's hard-ware resour
es se
urely and eÆ
iently. This framework in
ludes me
hanisms for programsto 
ommuni
ate safely, even if they do not trust one another (see Se
tion 3.2 [Ports Library℄,page 14).The GNU Hurd divides up the work of the traditional kernel, and implements it in sep-arate programs, or kernel servers. The Hurd formally de�nes the 
ommuni
ation proto
olsthat ea
h of the servers understands, so that it is possible for di�erent servers to implementthe same interfa
e.The GNU C Library provides a POSIX environment on the Hurd, by translating standardPOSIX system 
alls into intera
tions with the appropriate Hurd server.



Chapter 1: Introdu
tion 31.4 HistoryRi
hard Stallman (RMS) started GNU in 1983, as a proje
t to 
reate a 
omplete freeoperating system. In the text of the GNU Manifesto, he mentioned that there is a primitivekernel. In the �rst GNUsletter, Feb. 1986, he says that GNU's kernel is TRIX, whi
h wasdeveloped at the Massa
husetts Institute of Te
hnology.By De
ember of 1986, the Free Software Foundation (FSF) had \started working onthe 
hanges needed to TRIX" [Gnusletter, Jan. 1987℄. Shortly thereafter, the FSF began\negotiating with Professor Rashid of Carnegie-Mellon University about working with themon the development of the Ma
h kernel" [Gnusletter, June, 1987℄. The text implies that theFSF wanted to use someone else's work, rather than have to �x TRIX.In [Gnusletter, Feb. 1988℄, RMS was talking about taking Ma
h and putting the BerkeleySprite �lesystem on top of it, \after the parts of Berkeley Unix. . . have been repla
ed."Six months later, the FSF is saying that \if we 
an't get Ma
h, we'll use TRIX orBerkeley's Sprite." Here, they present Sprite as a full-kernel option, rather than just a�lesystem.In January, 1990, they say \we aren't doing any kernel work. It does not make sense forus to start a kernel proje
t now, when we still hope to use Ma
h" [Gnusletter, Jan. 1990℄.Nothing signi�
ant o

urs until 1991, when a more detailed plan is announ
ed:\We are still interested in a multi-pro
ess kernel running on top ofMa
h. The CMU lawyers are 
urrently de
iding if they 
an release Ma
hwith distribution 
onditions that will enable us to distribute it. Ifthey de
ide to do so, then we will probably start work. CMU hasavailable under the same terms as Ma
h a single-server partial Unixemulator named Poe; it is rather slow and provides minimalfun
tionality. We would probably begin by extending Poe to provide fullfun
tionality. Later we hope to have a modular emulator divided intomultiple pro
esses." [Gnusletter, Jan. 1991℄.RMS explains the relationship between the Hurd and Linux in http://www.gnu.org/software/hurd/hurd-and-linux.html,where he mentions that the FSF started developing the Hurd in 1990. As of [Gnusletter,Nov. 1991℄, the Hurd (running on Ma
h) is GNU's oÆ
ial kernel.1.5 GNU General Publi
 Li
ense



Chapter 1: GNU GENERAL PUBLIC LICENSE 4GNU GENERAL PUBLIC LICENSEVersion 2, June 1991Copyright 

 1989, 1991 Free Software Foundation, In
.59 Temple Pla
e { Suite 330, Boston, MA 02111-1307, USAEveryone is permitted to 
opy and distribute verbatim 
opiesof this li
ense do
ument, but 
hanging it is not allowed.PreambleThe li
enses for most software are designed to take away your freedom to share and 
hangeit. By 
ontrast, the GNU General Publi
 Li
ense is intended to guarantee your freedomto share and 
hange free software|to make sure the software is free for all its users. ThisGeneral Publi
 Li
ense applies to most of the Free Software Foundation's software and toany other program whose authors 
ommit to using it. (Some other Free Software Foundationsoftware is 
overed by the GNU Library General Publi
 Li
ense instead.) You 
an apply itto your programs, too.When we speak of free software, we are referring to freedom, not pri
e. Our GeneralPubli
 Li
enses are designed to make sure that you have the freedom to distribute 
opiesof free software (and 
harge for this servi
e if you wish), that you re
eive sour
e 
ode or
an get it if you want it, that you 
an 
hange the software or use pie
es of it in new freeprograms; and that you know you 
an do these things.To prote
t your rights, we need to make restri
tions that forbid anyone to deny youthese rights or to ask you to surrender the rights. These restri
tions translate to 
ertainresponsibilities for you if you distribute 
opies of the software, or if you modify it.For example, if you distribute 
opies of su
h a program, whether gratis or for a fee, youmust give the re
ipients all the rights that you have. You must make sure that they, too,re
eive or 
an get the sour
e 
ode. And you must show them these terms so they knowtheir rights.We prote
t your rights with two steps: (1) 
opyright the software, and (2) o�er you thisli
ense whi
h gives you legal permission to 
opy, distribute and/or modify the software.Also, for ea
h author's prote
tion and ours, we want to make 
ertain that everyoneunderstands that there is no warranty for this free software. If the software is modi�ed bysomeone else and passed on, we want its re
ipients to know that what they have is not theoriginal, so that any problems introdu
ed by others will not re
e
t on the original authors'reputations.Finally, any free program is threatened 
onstantly by software patents. We wish to avoidthe danger that redistributors of a free program will individually obtain patent li
enses, ine�e
t making the program proprietary. To prevent this, we have made it 
lear that anypatent must be li
ensed for everyone's free use or not li
ensed at all.The pre
ise terms and 
onditions for 
opying, distribution and modi�
ation follow.



Chapter 1: GNU GENERAL PUBLIC LICENSE 5TERMS AND CONDITIONS FOR COPYING,DISTRIBUTION AND MODIFICATION1. This Li
ense applies to any program or other work whi
h 
ontains a noti
e pla
edby the 
opyright holder saying it may be distributed under the terms of this GeneralPubli
 Li
ense. The \Program", below, refers to any su
h program or work, and a\work based on the Program" means either the Program or any derivative work under
opyright law: that is to say, a work 
ontaining the Program or a portion of it, eitherverbatim or with modi�
ations and/or translated into another language. (Hereinafter,translation is in
luded without limitation in the term \modi�
ation".) Ea
h li
ensee isaddressed as \you".A
tivities other than 
opying, distribution and modi�
ation are not 
overed by thisLi
ense; they are outside its s
ope. The a
t of running the Program is not restri
ted,and the output from the Program is 
overed only if its 
ontents 
onstitute a work basedon the Program (independent of having been made by running the Program). Whetherthat is true depends on what the Program does.2. You may 
opy and distribute verbatim 
opies of the Program's sour
e 
ode as youre
eive it, in any medium, provided that you 
onspi
uously and appropriately publishon ea
h 
opy an appropriate 
opyright noti
e and dis
laimer of warranty; keep inta
tall the noti
es that refer to this Li
ense and to the absen
e of any warranty; and giveany other re
ipients of the Program a 
opy of this Li
ense along with the Program.You may 
harge a fee for the physi
al a
t of transferring a 
opy, and you may at youroption o�er warranty prote
tion in ex
hange for a fee.3. You may modify your 
opy or 
opies of the Program or any portion of it, thus forming awork based on the Program, and 
opy and distribute su
h modi�
ations or work underthe terms of Se
tion 1 above, provided that you also meet all of these 
onditions:a. You must 
ause the modi�ed �les to 
arry prominent noti
es stating that you
hanged the �les and the date of any 
hange.b. You must 
ause any work that you distribute or publish, that in whole or in part
ontains or is derived from the Program or any part thereof, to be li
ensed as awhole at no 
harge to all third parties under the terms of this Li
ense.
. If the modi�ed program normally reads 
ommands intera
tively when run, youmust 
ause it, when started running for su
h intera
tive use in the most ordinaryway, to print or display an announ
ement in
luding an appropriate 
opyright noti
eand a noti
e that there is no warranty (or else, saying that you provide a warranty)and that users may redistribute the program under these 
onditions, and tellingthe user how to view a 
opy of this Li
ense. (Ex
eption: if the Program itself isintera
tive but does not normally print su
h an announ
ement, your work basedon the Program is not required to print an announ
ement.)These requirements apply to the modi�ed work as a whole. If identi�able se
tionsof that work are not derived from the Program, and 
an be reasonably 
onsideredindependent and separate works in themselves, then this Li
ense, and its terms, do notapply to those se
tions when you distribute them as separate works. But when youdistribute the same se
tions as part of a whole whi
h is a work based on the Program,the distribution of the whole must be on the terms of this Li
ense, whose permissionsfor other li
ensees extend to the entire whole, and thus to ea
h and every part regardlessof who wrote it.



Chapter 1: GNU GENERAL PUBLIC LICENSE 6Thus, it is not the intent of this se
tion to 
laim rights or 
ontest your rights towork written entirely by you; rather, the intent is to exer
ise the right to 
ontrol thedistribution of derivative or 
olle
tive works based on the Program.In addition, mere aggregation of another work not based on the Program with theProgram (or with a work based on the Program) on a volume of a storage or distributionmedium does not bring the other work under the s
ope of this Li
ense.4. You may 
opy and distribute the Program (or a work based on it, under Se
tion 2)in obje
t 
ode or exe
utable form under the terms of Se
tions 1 and 2 above providedthat you also do one of the following:a. A

ompany it with the 
omplete 
orresponding ma
hine-readable sour
e 
ode,whi
h must be distributed under the terms of Se
tions 1 and 2 above on a medium
ustomarily used for software inter
hange; or,b. A

ompany it with a written o�er, valid for at least three years, to give any thirdparty, for a 
harge no more than your 
ost of physi
ally performing sour
e distri-bution, a 
omplete ma
hine-readable 
opy of the 
orresponding sour
e 
ode, to bedistributed under the terms of Se
tions 1 and 2 above on a medium 
ustomarilyused for software inter
hange; or,
. A

ompany it with the information you re
eived as to the o�er to distribute 
or-responding sour
e 
ode. (This alternative is allowed only for non
ommer
ial dis-tribution and only if you re
eived the program in obje
t 
ode or exe
utable formwith su
h an o�er, in a

ord with Subse
tion b above.)The sour
e 
ode for a work means the preferred form of the work for making modi�-
ations to it. For an exe
utable work, 
omplete sour
e 
ode means all the sour
e 
odefor all modules it 
ontains, plus any asso
iated interfa
e de�nition �les, plus the s
riptsused to 
ontrol 
ompilation and installation of the exe
utable. However, as a spe-
ial ex
eption, the sour
e 
ode distributed need not in
lude anything that is normallydistributed (in either sour
e or binary form) with the major 
omponents (
ompiler,kernel, and so on) of the operating system on whi
h the exe
utable runs, unless that
omponent itself a

ompanies the exe
utable.If distribution of exe
utable or obje
t 
ode is made by o�ering a

ess to 
opy froma designated pla
e, then o�ering equivalent a

ess to 
opy the sour
e 
ode from thesame pla
e 
ounts as distribution of the sour
e 
ode, even though third parties are not
ompelled to 
opy the sour
e along with the obje
t 
ode.5. You may not 
opy, modify, subli
ense, or distribute the Program ex
ept as expresslyprovided under this Li
ense. Any attempt otherwise to 
opy, modify, subli
ense ordistribute the Program is void, and will automati
ally terminate your rights under thisLi
ense. However, parties who have re
eived 
opies, or rights, from you under thisLi
ense will not have their li
enses terminated so long as su
h parties remain in full
omplian
e.6. You are not required to a

ept this Li
ense, sin
e you have not signed it. However,nothing else grants you permission to modify or distribute the Program or its derivativeworks. These a
tions are prohibited by law if you do not a

ept this Li
ense. Therefore,by modifying or distributing the Program (or any work based on the Program), youindi
ate your a

eptan
e of this Li
ense to do so, and all its terms and 
onditions for
opying, distributing or modifying the Program or works based on it.



Chapter 1: GNU GENERAL PUBLIC LICENSE 77. Ea
h time you redistribute the Program (or any work based on the Program), there
ipient automati
ally re
eives a li
ense from the original li
ensor to 
opy, distributeor modify the Program subje
t to these terms and 
onditions. You may not imposeany further restri
tions on the re
ipients' exer
ise of the rights granted herein. You arenot responsible for enfor
ing 
omplian
e by third parties to this Li
ense.8. If, as a 
onsequen
e of a 
ourt judgment or allegation of patent infringement or for anyother reason (not limited to patent issues), 
onditions are imposed on you (whether by
ourt order, agreement or otherwise) that 
ontradi
t the 
onditions of this Li
ense, theydo not ex
use you from the 
onditions of this Li
ense. If you 
annot distribute so asto satisfy simultaneously your obligations under this Li
ense and any other pertinentobligations, then as a 
onsequen
e you may not distribute the Program at all. Forexample, if a patent li
ense would not permit royalty-free redistribution of the Programby all those who re
eive 
opies dire
tly or indire
tly through you, then the only wayyou 
ould satisfy both it and this Li
ense would be to refrain entirely from distributionof the Program.If any portion of this se
tion is held invalid or unenfor
eable under any parti
ular
ir
umstan
e, the balan
e of the se
tion is intended to apply and the se
tion as awhole is intended to apply in other 
ir
umstan
es.It is not the purpose of this se
tion to indu
e you to infringe any patents or otherproperty right 
laims or to 
ontest validity of any su
h 
laims; this se
tion has thesole purpose of prote
ting the integrity of the free software distribution system, whi
his implemented by publi
 li
ense pra
ti
es. Many people have made generous 
ontri-butions to the wide range of software distributed through that system in relian
e on
onsistent appli
ation of that system; it is up to the author/donor to de
ide if he orshe is willing to distribute software through any other system and a li
ensee 
annotimpose that 
hoi
e.This se
tion is intended to make thoroughly 
lear what is believed to be a 
onsequen
eof the rest of this Li
ense.9. If the distribution and/or use of the Program is restri
ted in 
ertain 
ountries eitherby patents or by 
opyrighted interfa
es, the original 
opyright holder who pla
es theProgram under this Li
ense may add an expli
it geographi
al distribution limitationex
luding those 
ountries, so that distribution is permitted only in or among 
ountriesnot thus ex
luded. In su
h 
ase, this Li
ense in
orporates the limitation as if writtenin the body of this Li
ense.10. The Free Software Foundation may publish revised and/or new versions of the GeneralPubli
 Li
ense from time to time. Su
h new versions will be similar in spirit to thepresent version, but may di�er in detail to address new problems or 
on
erns.Ea
h version is given a distinguishing version number. If the Program spe
i�es aversion number of this Li
ense whi
h applies to it and \any later version", you havethe option of following the terms and 
onditions either of that version or of any laterversion published by the Free Software Foundation. If the Program does not spe
ify aversion number of this Li
ense, you may 
hoose any version ever published by the FreeSoftware Foundation.11. If you wish to in
orporate parts of the Program into other free programs whose distri-bution 
onditions are di�erent, write to the author to ask for permission. For software



Chapter 1: GNU GENERAL PUBLIC LICENSE 8whi
h is 
opyrighted by the Free Software Foundation, write to the Free Software Foun-dation; we sometimes make ex
eptions for this. Our de
ision will be guided by the twogoals of preserving the free status of all derivatives of our free software and of promotingthe sharing and reuse of software generally.NO WARRANTY12. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NOWARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLI-CABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPY-RIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM \ASIS" WITHOUTWARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MER-CHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRERISKAS TO THEQUALITY AND PERFORMANCE OF THE PROGRAM ISWITHYOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COSTOF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.13. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO INWRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHOMAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTEDABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OFTHE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOTLIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE ORLOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THEPROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCHHOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OFSUCH DAMAGES.END OF TERMS AND CONDITIONS



Chapter 1: GNU GENERAL PUBLIC LICENSE 9How to Apply These Terms to Your New ProgramsIf you develop a new program, and you want it to be of the greatest possible use to the publi
,the best way to a
hieve this is to make it free software whi
h everyone 
an redistribute and
hange under these terms.To do so, atta
h the following noti
es to the program. It is safest to atta
h them to thestart of ea
h sour
e �le to most e�e
tively 
onvey the ex
lusion of warranty; and ea
h �leshould have at least the \
opyright" line and a pointer to where the full noti
e is found.one line to give the program's name and an idea of what it does.Copyright (C) 19yy name of authorThis program is free software; you 
an redistribute it and/ormodify it under the terms of the GNU General Publi
 Li
enseas published by the Free Software Foundation; either version 2of the Li
ense, or (at your option) any later version.This program is distributed in the hope that it will be useful,but WITHOUT ANY WARRANTY; without even the implied warranty ofMERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See theGNU General Publi
 Li
ense for more details.You should have re
eived a 
opy of the GNU General Publi
 Li
ense alongwith this program; if not, write to the Free Software Foundation, In
.,59 Temple Pla
e, Suite 330, Boston, MA 02111-1307, USA.Also add information on how to 
onta
t you by ele
troni
 and paper mail.If the program is intera
tive, make it output a short noti
e like this when it starts in anintera
tive mode:Gnomovision version 69, Copyright (C) 19yy name of authorGnomovision 
omes with ABSOLUTELY NO WARRANTY; for detailstype `show w'. This is free software, and you are wel
ometo redistribute it under 
ertain 
onditions; type `show 
'for details.The hypotheti
al 
ommands `show w' and `show 
' should show the appropriate parts ofthe General Publi
 Li
ense. Of 
ourse, the 
ommands you use may be 
alled somethingother than `show w' and `show 
'; they 
ould even be mouse-
li
ks or menu items|whateversuits your program.You should also get your employer (if you work as a programmer) or your s
hool, if any,to sign a \
opyright dis
laimer" for the program, if ne
essary. Here is a sample; alter thenames:Yoyodyne, In
., hereby dis
laims all 
opyrightinterest in the program `Gnomovision'(whi
h makes passes at 
ompilers) writtenby James Ha
ker.signature of Ty Coon, 1 April 1989Ty Coon, President of Vi
eThis General Publi
 Li
ense does not permit in
orporating your program into proprietaryprograms. If your program is a subroutine library, you may 
onsider it more useful to permitlinking proprietary appli
ations with the library. If this is what you want to do, use theGNU Library General Publi
 Li
ense instead of this Li
ense.



Chapter 2: Bootstrap 102 BootstrapBootstrapping1 is the pro
edure by whi
h your ma
hine loads the mi
rokernel and transfers
ontrol to the Hurd servers.2.1 BootloaderThe bootloader is the �rst software that runs on your ma
hine. Many hardware ar
hite
-tures have a very simple startup routine whi
h reads a very simple bootloader from thebeginning of the internal hard disk, then transfers 
ontrol to it. Other ar
hite
tures havestartup routines whi
h are able to understand more of the 
ontents of the hard disk, anddire
tly start a more advan
ed bootloader.Currently,GRUB2 is the GNU bootloader. GNU GRUB provides advan
ed fun
tionality,and is 
apable of loading several di�erent kernels (su
h as Linux, DOS, and the *BSDfamily).From the standpoint of the Hurd, the bootloader is just a me
hanism to get the mi-
rokernel running and transfer 
ontrol to the Hurd servers. You will need to refer to yourbootloader and mi
rokernel do
umentation for more information about the details of thispro
ess.2.2 Server BootstrapThe serverboot program has been depre
ated. Newer kernels support pro
essing theboots
ript parameters and boot the Hurd dire
tly.The serverboot program is responsible for loading and exe
uting the rest of the Hurdservers. Rather than 
ontaining spe
i�
 instru
tions for starting the Hurd, it follows generalsteps given in a user-supplied boot s
ript.To boot the Hurd using serverboot, the mi
rokernel must start serverboot as its �rsttask, and pass it appropriate arguments. serverboot has a 
ounterpart, 
alled boot, whi
h
an be invoked while the Hurd is already running, and allows users to start their own
omplete sub-Hurds (see Se
tion 2.2.3 [Re
ursive Bootstrap℄, page 11).2.2.1 Invoking serverbootThe serverboot program has the following synopsis:serverboot -swit
h... [[host-port devi
e-port℄ root-name℄Ea
h swit
h is a single 
hara
ter, out of the following set:`a' Prompt the user for the root-name, even if it was already supplied on the
ommand line.`d' Prompt the user to strike a key after the boot s
ript has been read.`q' Prompt the user for the name of the boot s
ript. By default, use `root-name:/boot/servers.boot'.1 The term bootstrapping refers to a Dut
h legend about a boy who was able to 
y by pulling himself upby his bootstraps. In 
omputers, this term refers to any pro
ess where a simple system a
tivates a more
ompli
ated system.2 The GRand Uni�ed Bootloader, available from http://www.gnu.org/software/grub/.



Chapter 2: Bootstrap 11All the swit
hes are put into the ${boot-args} s
ript variable.host-port and devi
e-port are integers whi
h represent the mi
rokernel host and devi
eports, respe
tively (and are used to initialize the ${host-port} and ${devi
e-port} boots
ript variables). If these ports are not spe
i�ed, then serverboot assumes that the Hurdis already running, and fet
hes the 
urrent ports from the pro
server (FIXME xref).root-name is the name of the mi
rokernel devi
e that should be used as the Hurd boot-strap �lesystem. serverboot uses this name to lo
ate the boot s
ript (des
ribed above),and to initialize the ${root-devi
e} s
ript variable.2.2.2 Boot S
riptsBoot S
ripts are used to boot further Hurd systems in parallel to the �rst, and are parsedby serverboot to boot the Hurd. See `/boot/servers.boot' for an example of a Hurdboot s
ript.FIXME: �nish2.2.3 Re
ursive BootstrapThe boot program 
an be used to start a set of 
ore Hurd servers while another Hurd isalready running. You will rarely need to do this, and it requires superuser privileges to
ontrol the new Hurd (or allow it to a

ess 
ertain devi
es), but it is interesting to notethat it 
an be done.Usually, you would make 
hanges to only one server, and simply tell your programs touse it in order to test out your 
hanges. This pro
ess 
an be applied even to the 
ore servers.However, some 
hanges have far-rea
hing e�e
ts, and so it is ni
e to be able to test thosee�e
ts without having to reboot the ma
hine.Here are the steps you 
an follow to test out a new set of servers:1. Create a pseudo-root devi
e. Usually, you would do this by 
reating a new partitionunder your old Hurd, and initializing it with your favorite �lesystem format. bootunderstands the regular libstore options (FIXME xref), so you may use a �le orother store instead of a partition.$ dd if=/dev/zero of=my-partition bs=1024k 
ount=400400+0 re
ords in400+0 re
ords out$ mke2fs ./my-partitionmke2fs 1.18, 11-Nov-1999 for EXT2 FS 0.5b, 95/08/09my-partition is not a blo
k spe
ial devi
e.Pro
eed anyway? (y,n) yFilesystem label=OS type: GNU/HurdBlo
k size=1024 (log=0)Fragment size=1024 (log=0)102400 inodes, 409600 blo
ks20480 blo
ks (5.00%) reserved for the super userFirst data blo
k=150 blo
k groups8192 blo
ks per group, 8192 fragments per group
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k ba
kups stored on blo
ks:8193, 24577, 40961, 57345, 73729, 204801, 221185, 401409Writing inode tables: doneWriting superblo
ks and filesystem a

ounting information: done$2. Copy the 
ore servers, C library, your modi�ed programs, and anything else you needonto the pseudo-root.$ settrans -
 ./my-root /hurd/ext2fs -r `pwd`/my-partition$ fsysopts ./my-root --writable$ 
d my-root$ tar -zxpf /pub/debian/FIXME/gnu-20000929.tar.gz$ 
d ..$ fsysopts ./my-root --readonly$3. Create a new boot s
ript (FIXME xref).4. Run boot.$ boot -D ./my-boot ./my-boot/boot/servers.boot ./my-partition[...℄5. Here is an example using a hard drive that already has a GNU/Hurd system installedon an ext2 �lesystem on `/dev/hd2s1'.$ settrans /mnt /hurd/ex2fs --readonly /dev/hd2s1$ boot -d -D /mnt -I /mnt/boot/servers.boot /dev/hd2s16. See see Se
tion 2.2.4 [Invoking boot℄, page 12 for help with boot.Note that it is impossible to share mi
rokernel devi
es between the two running Hurds,so don't get any funny ideas. When you're �nished testing your new Hurd, then you 
anrun the halt or reboot programs to return 
ontrol to the parent Hurd.If you're satis�ed with your new Hurd, you 
an arrange for your bootloader to start it,and reboot your ma
hine. Then, you'll be in a safe pla
e to overwrite your old Hurd withthe new one, and reboot ba
k to your old 
on�guration (with the new Hurd servers).2.2.4 Invoking bootUsage: boot [option. . . ℄ boot-s
ript devi
e . . .--kernel-
ommand-line=
ommand line-
 Simulated multiboot 
ommand line to supply.--pause-d Pause for user 
on�rmation at various times during booting.--boot-root=dir-D Root of a dire
tory tree in whi
h to �nd the �les spe
i�ed in boot-s
ript.--interleave=blo
ksInterleave in runs of length blo
ks.



Chapter 2: Bootstrap 13--isig-I Do not disable terminal signals, so you 
an suspend and interrupt the bootprogram itself, rather than the programs running in the booted system.--layer-L Layer multiple devi
es for redundan
y.--single-user-s Boot into single user mode.--store-type=type-T Ea
h devi
e names a store of type type.Mandatory or optional arguments to long options are also mandatory or optional for any
orresponding short options.If neither `--interleave' or `--layer' is spe
i�ed, multiple devi
es are 
on
atenated.2.3 ShutdownFIXME: �nish
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epts the following optional arguments:`--help' Display a brief usage message, then exit. This message is not a substitutefor reading program do
umentation; rather, it provides useful reminders aboutspe
i�
 
ommand-line options that a program understands.`--version'Output program version information and exit.The rest of this 
hapter provides a programmer's introdu
tion to the Hurd. If you are nota programmer, then this 
hapter will not make mu
h sense to you. . . you should 
onsiderskipping to des
riptions of spe
i�
 Hurd programs (see Se
tion 1.1 [Audien
e℄, page 1).The Hurd distribution in
ludes many libraries in order to provide a useful set of tools forwriting Hurd utilities and servers. Several of these libraries are useful not only for the Hurd,but also for writing mi
rokernel-based programs in general. These fundamental libraries arenot diÆ
ult to understand, and they are a good starting point, be
ause the rest of the Hurdrelies upon them quite heavily.3.1 Threads LibraryAll Hurd servers and libraries are aggressively multithreaded in order to take full advan-tage of any multipro
essing 
apabilities provided by the mi
rokernel and the underlyinghardware. The Hurd threads library, libthreads, 
ontains the default Hurd thread imple-mentation, whi
h is de
lared in <
threads.h>.Currently (April 1998), the Hurd uses 
threads, whi
h have already been do
umentedthoroughly by CMU. Eventually, it will be migrated to use POSIX pthreads, whi
h aredo
umented in a lot of pla
es.Every single library in the Hurd distribution (in
luding the GNU C library) is 
ompletelythread-safe, and the Hurd servers themselves are aggressively multithreaded.3.2 Ports LibraryPorts are 
ommuni
ation 
hannels that are held by the kernel.A port has separate send rights and re
eive rights, whi
h may be transferred from taskto task via the kernel. Port rights are similar to Unix �le des
riptors: they are per-taskintegers whi
h are used to identify ports when making kernel 
alls. Send rights are requiredin order to send an RPC request down a port, and re
eive rights are required to serve theRPC request. Re
eive rights may be aggregated into a single portset, whi
h serve as usefulorganizational units.In a single-threaded RPC 
lient, managing and 
ategorizing ports is not a diÆ
ult pro-
ess. However, in a 
omplex multithreaded server, it is useful to have a more abstra
tinterfa
e to managing portsets, as well as maintaining server metadata.The Hurd ports library, libports, �lls that need. The libports fun
tions are de
laredin <hurd/ports.h>.
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kets and ClassesThe libports bu
ket is simply a port set, with some metadata and a lo
k. All of thelibports fun
tions operate on bu
kets. [Fun
tion℄stru
t port_bu
ket * ports_
reate_bu
ket (void)Create and return a new, empty bu
ket.A port 
lass is a 
olle
tion of individual ports, whi
h 
an be manipulated 
onveniently,and have enfor
ed deallo
ation routines. Bu
kets and 
lasses are entirely orthogonal: thereis no requirement that all the ports in a 
lass be in the same bu
ket, nor is there a require-ment that all the ports in a bu
ket be in the same 
lass. [Fun
tion℄stru
t port_
lass ports_
reate_
lass(void (*
lean_routine ) (void *port ),void (*dropweak_routine ) (void *port ))Create and return a new port 
lass. If nonzero, 
lean routine will be 
alled for ea
hallo
ated port obje
t in this 
lass when it is being destroyed. If nonzero, drop-weak routine will be 
alled to request weak referen
es to be dropped. (If drop-weak routine is null, then weak referen
es and hard referen
es will be identi
al forports of this 
lass.)On
e you have 
reated at least one bu
ket and 
lass, you may 
reate new ports, and storethem in those bu
kets. There are a few di�erent fun
tions for port 
reation, depending onyour appli
ation's requirements: [Fun
tion℄error_t ports_
reate_port (stru
t port 
lass *
lass ,stru
t port bu
ket *bu
ket , size t size , void *result )Create and return in result a new port in 
lass and bu
ket; size bytes will be allo
atedto hold the port stru
ture and whatever private data the user desires. [Fun
tion℄error_t ports_
reate_port_noinstall (stru
t port 
lass *
lass ,stru
t port bu
ket *bu
ket , size t size , void *result )Just like ports_
reate_port, ex
ept don't a
tually put the port into the portsetunderlying bu
ket. This is intended to be used for 
ases where the port right must begiven out before the port is fully initialized; with this 
all you are guaranteed that noRPC servi
e will o

ur on the port until you have �nished initializing it and installedit into the portset yourself. [Fun
tion℄error_t ports_import_port (stru
t port 
lass *
lass ,stru
t port bu
ket *bu
ket , ma
h port t port , size t size , void *result )For an existing re
eive right, 
reate and return in result a new port stru
ture; bu
ket,size, and 
lass args are as for ports_
reate_port.3.2.2 Port RightsThe following fun
tions move port re
eive rights to and from the port stru
ture:[Fun
tion℄void ports_reallo
ate_port (void *port )Destroy the re
eive right 
urrently asso
iated with port and allo
ate a new one.
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tion℄void ports_reallo
ate_from_external (void *port ,ma
h port t re
eive )Destroy the re
eive right 
urrently asso
iated with port and designate re
eive as thenew one. [Fun
tion℄void ports_destroy_right (void *port )Destroy the re
eive right 
urrently asso
iated with port. After this 
all, ports_reallo
ate_port and ports_reallo
ate_from_external may not be used.[Fun
tion℄ma
h_port_t ports_
laim_right (void *port )Return the re
eive right 
urrently asso
iated with port. The e�e
ts on port are thesame as in ports_destroy_right, ex
ept that the re
eive right itself is not a�e
ted.Note that in multi-threaded servers, messages might already have been dequeued forthis port before it gets removed from the portset; su
h messages will get EOPNOTSUPPerrors. [Fun
tion℄error_t ports_transfer_right (void *topt , void *frompt )Transfer the re
eive right from frompt to topt. frompt ends up with a destroyedright (as if ports_destroy_right were 
alled) and topt's old right is destroyed (as ifports_reallo
ate_from_external were 
alled). [Fun
tion℄ma
h_port_t ports_get_right (void *port )Return the name of the re
eive right asso
iated with port. The user is responsible for
reating an ordinary send right from this name.3.2.3 Port MetadataIt is important to point out that the port argument to ea
h of the libports fun
tions is avoid * and not a stru
t port_info *. This is done so that you may add arbitrary meta-information to your libports-managed ports. Simply de�ne your own stru
ture whose �rstelement is a stru
t port_info, and then you 
an use pointers to these stru
tures as theport argument to any libports fun
tion.The following fun
tions are useful for maintaining metadata that is stored in your own
ustom ports stru
ture: [Fun
tion℄void * ports_lookup_port (stru
t port bu
ket *bu
ket ,ma
h port t port , stru
t port 
lass *
lass )Look up port and return the asso
iated port stru
ture, allo
ating a referen
e. Ifthe 
all fails, return zero. If bu
ket is nonzero, then it spe
i�es a bu
ket to sear
h;otherwise all bu
kets will be sear
hed. If 
lass is nonzero, then the lookup will fail ifport is not in 
lass. [Fun
tion℄error_t ports_bu
ket_iterate (stru
t port bu
ket *bu
ket ,error t (*fun ) (void *port ))Call fun on
e for ea
h port in bu
ket. No guarantee is made about the order ofiteration, whi
h might vary from 
all to 
all. If FUN returns an error, then no further
alls to FUN are made for any remaining ports, and the return value of FUN isreturned from ports bu
ket iterate.
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esThese fun
tions maintain referen
es to ports so that the port information stru
tures maybe freed if and only if they are no longer needed. It is your responsibility to tell libportswhen referen
es to ports 
hange. [Fun
tion℄void ports_port_ref (void *port )Allo
ate a hard referen
e to port. [Fun
tion℄void ports_port_deref (void *port )Drop a hard referen
e to port. [Fun
tion℄void ports_no_senders (void *port , ma
h port ms
ount t ms
ount )The user is responsible for listening for no senders noti�
ations; when one arrives,
all this routine for the port the message was sent to, providing the ms
ount fromthe noti�
ation. [Fun
tion℄int ports_
ount_
lass (stru
t port 
lass *
lass )Blo
k 
reation of new ports in 
lass. Return the number of ports 
urrently in 
lass.[Fun
tion℄int ports_
ount_bu
ket (stru
t port bu
ket *bu
ket )Blo
k 
reation of new ports in bu
ket. Return the number of ports 
urrently in bu
ket.[Fun
tion℄void ports_enable_
lass (stru
t port 
lass *
lass )Permit suspended port 
reation (blo
ked by ports_
ount_
lass) to 
ontinue.[Fun
tion℄void ports_enable_bu
ket (stru
t port bu
ket *bu
ket )Permit suspended port 
reation (blo
ked by ports_
ount_bu
ket) to 
ontinue.Weak referen
es are not often used, as they are the same as hard referen
es for port
lasses where dropweak routine is null. See Se
tion 3.2.1 [Bu
kets and Classes℄, page 15.[Fun
tion℄void ports_port_ref_weak (void *port )Allo
ate a weak referen
e to port. [Fun
tion℄void ports_port_deref_weak (void *port )Drop a weak referen
e to port.3.2.5 RPC ManagementThe rest of the libports fun
tions are dedi
ated to 
ontrolling RPC operations. Thesefun
tions help you do all the lo
king and thread 
an
ellations that are required in order tobuild robust servers. [Typedef℄typedef int (*ports demuxer type) (ma
h msg header t *inp ,ma
h msg header t *outp )Type of MiG demuxer routines. [Fun
tion℄error_t ports_begin_rp
 (void *port , ma
h msg id t msg_id ,stru
t rp
 info *info )Call this when an RPC is beginning on port. info should be allo
ated by the 
allerand will be used to hold dynami
 state. If this RPC should be abandoned, returnEDIED; otherwise we return zero.
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tion℄void ports_end_rp
 (void *port , stru
t rp
 info *info )Call this when an RPC is 
on
luding. The arguments must mat
h the ones passed tothe paired 
all to ports_begin_rp
. [Fun
tion℄void ports_manage_port_operations_one_thread(stru
t port bu
ket *bu
ket , ports demuxer type demuxer , int timeout )Begin handling operations for the ports in bu
ket, 
alling demuxer for ea
h in
omingmessage. Return if timeout is nonzero and no messages have been re
eived for timeoutmillise
onds. Use only one thread (the 
alling thread). [Fun
tion℄void ports_manage_port_operations_multithread(stru
t port bu
ket *bu
ket , ports demuxer type demuxer ,int thread_timeout , int global_timeout , void (*hook ) (void))Begin handling operations for the ports in bu
ket, 
alling demuxer for ea
h in
omingmessage. Return if global timeout is nonzero and no messages have been re
eived forglobal timeout millise
onds. Create threads as ne
essary to handle in
oming messagesso that no port is starved be
ause of sluggishness on another port. If thread timeoutis nonzero, then individual threads will die o� if they handle no in
oming messagesfor lo
al timeout millise
onds. If non-null, hook will be 
alled in ea
h new threadimmediately after it is 
reated. [Fun
tion℄error_t ports_inhibit_port_rp
s (void *port )Interrupt any pending RPC on port. Wait for all pending RPCs to �nish, and thenblo
k any new RPCs starting on that port. [Fun
tion℄error_t ports_inhibit_
lass_rp
s (stru
t port 
lass *
lass )Similar to ports_inhibit_port_rp
s, but a�e
ts all ports in 
lass. [Fun
tion℄error_t ports_inhibit_bu
ket_rp
s (stru
t port bu
ket *bu
ket )Similar to ports_inhibit_port_rp
s, but a�e
ts all ports in bu
ket. [Fun
tion℄error_t ports_inhibit_all_rp
s (void)Similar to ports_inhibit_port_rp
s, but a�e
ts all ports whatsoever. [Fun
tion℄void ports_resume_port_rp
s (void *port )Reverse the e�e
t of a previous ports_inhibit_port_rp
s for this port, allowingblo
ked RPCs to 
ontinue. [Fun
tion℄void ports_resume_
lass_rp
s (stru
t port 
lass *
lass )Reverse the e�e
t of a previous ports_inhibit_
lass_rp
s for 
lass. [Fun
tion℄void ports_resume_bu
ket_rp
s (stru
t port bu
ket *bu
ket )Reverse the e�e
t of a previous ports_inhibit_bu
ket_rp
s for bu
ket. [Fun
tion℄void ports_resume_all_rp
s (void)Reverse the e�e
t of a previous ports_inhibit_all_rp
s. [Fun
tion℄void ports_interrupt_rp
s (void *port )Can
el (with thread_
an
el) any RPCs in progress on port.
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tion℄int ports_self_interrupted (void)If the 
urrent thread's RPC has been interrupted with ports_interrupt_rp
s, returnnonzero and 
lear the interrupted 
ag. [Fun
tion℄error_t ports_interrupt_rp
_on_notifi
ation (void *obje
t ,stru
t rp
 info *rp
 , ma
h port t port , ma
h msg id t what )Arrange for hurd_
an
el to be 
alled on rp
's thread if obje
t gets noti�ed that anyof the things in what have happened to port. rp
 should be an RPC on obje
t.[Fun
tion℄error_t ports_interrupt_self_on_notifi
ation (void *obje
t ,ma
h port t port , ma
h msg id t what )Arrange for hurd_
an
el to be 
alled on the 
urrent thread, whi
h should be an RPCon obje
t, if port gets noti�ed with the 
ondition what. [Fun
tion℄error_t ports_interrupt_self_on_port_death (void *obje
t ,ma
h port t port )Same as 
alling ports_interrupt_self_on_notifi
ation with what set to MACH_NOTIFY_DEAD_NAME. [Fun
tion℄void ports_interrupt_notified_rp
s (void *obje
t ,ma
h port t port , ma
h msg id t what )Interrupt any RPCs on obje
t that have requested su
h. [Fun
tion℄void ports_dead_name (void *obje
t , ma
h port t port )Same as 
alling ports_interrupt_notified_rp
s with what set to MACH_NOTIFY_DEAD_NAME.3.3 Integer Hash Librarylibihash provides integer-keyed hash tables, for arbitrary element data types. Su
h hashtables are frequently used when implementing sparse arrays or bu�er 
a
hes.The following fun
tions are de
lared in <hurd/ihash.h>: [Fun
tion℄error_t ihash_
reate (ihash t *ht )Create an integer hash table and return it in ht. If a memory allo
ation error o

urs,ENOMEM is returned, otherwise zero. [Fun
tion℄void ihash_free (ihash t ht )Free ht and all resour
es it 
onsumes. [Fun
tion℄void ihash_set_
leanup (ihash t ht ,void (*
leanup ) (void *value, void *arg ), void *arg )Sets ht's element 
leanup fun
tion to 
leanup, and its se
ond argument to arg. 
leanupwill be 
alled on every element value to be subsequently overwritten or deleted, witharg as the se
ond argument. [Fun
tion℄error_t ihash_add (ihash t ht , int id , void *item , void ***lo
p )Add item to the hash table ht under the integer key id. lo
p is the address of a pointerlo
ated in item; If non-null, lo
p should point to a variable of type void **, and willbe �lled with a pointer that may be used as an argument to ihash_lo
p_remove.



Chapter 3: Foundations 20The variable pointed to by lo
p may be overwritten sometime between this 
all andwhen the element is deleted, so you 
annot stash its value elsewhere and hope touse the stashed value with ihash_lo
p_remove. If a memory allo
ation error o

urs,ENOMEM is returned, otherwise zero. [Fun
tion℄void * ihash_find (ihash t ht , int id )Find and return the item in hash table ht with key id. Returns null if the spe
i�editem doesn't exist. [Fun
tion℄error_t ihash_iterate (ihash t ht , error t (*fun ) (void *value ))Call fun
tion fun on every element of ht. fun's only arg, value, is a pointer to thevalue stored in the hash table. If fun ever returns nonzero, then iteration stops andihash_iterate returns that value, otherwise it (eventually) returns 0. [Fun
tion℄int ihash_remove (ihash t ht , int id )Remove the entry with a key of id from ht. If there was no su
h element, then returnzero, otherwise nonzero. [Fun
tion℄void ihash_lo
p_remove (ihash t ht , void **ht_lo
p )Remove the entry at lo
p from the hashtable ht. lo
p is as returned from an earlier
all to ihash_add. This 
all should be faster than ihash_remove. ht 
an be null, inwhi
h 
ase the 
all still su

eeds, but no 
leanup is done.3.4 Mis
 LibraryThe GNU C library is 
onstantly developing to meet the needs of the Hurd. However,be
ause the C library needs to be very stable, it is irresponsible to add new fun
tions to itwithout 
arefully spe
ifying their interfa
e, and testing them thoroughly.The Hurd distribution in
ludes a library 
alled libshouldbeinlib
, whi
h serves as aproving ground for additions to the GNU C library. This library is in 
ux, as some fun
tionsare added to it by the Hurd developers and others are moved to the oÆ
ial C library.These fun
tions aren't 
urrently do
umented (other than in their header �les), but 
om-plete do
umentation will be added to The GNU C Library Referen
e Manual when thesefun
tions be
ome part of the GNU C library.3.5 Bug Address Librarylibhurdbugaddr exists only to de�ne a single variable: [Variable℄
har * argp_program_bug_addressargp_program_bug_address is the default Hurd bug-reporting e-mail address,bug-hurd�gnu.org. This address is displayed to the user when any of the standardHurd servers and utilities are invoked using the `--help' option.
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i�
 programs or servers asso
iated with the I/O subsystem, sin
e it is usedto intera
t with almost all servers in the GNU Hurd. It provides fa
ilities for reading andwriting I/O 
hannels, whi
h are the underlying implementation of �le and so
ket des
riptorsin the GNU C library.4.1 Iohelp LibraryThe <hurd/iohelp.h> �le de
lares several fun
tions whi
h are useful for low-level I/Oimplementations. Most Hurd servers do not 
all these fun
tions dire
tly, but they areused by several of the Hurd �lesystem and networking helper libraries. libiohelp requireslibthreads.4.1.1 I/O UsersMost I/O servers need to implement some kind of user authenti
ation 
he
king. In orderto fa
ilitate that pro
ess, libiohelp has some fun
tions whi
h en
apsulate a set of idve
s(FIXME: xref to C library) in a single stru
t iouser. [Fun
tion℄stru
t iouser * iohelp_
reate_iouser (stru
t idve
 *uids ,stru
t idve
 *gids )Create a new iouser for the spe
i�ed uids and gids. [Fun
tion℄stru
t iouser * iohelp_dup_iouser (stru
t iouser *iouser )Return a 
opy of iouser. [Fun
tion℄void iohelp_free_iouser (stru
t iouser *iouser )Release a referen
e to iouser.I/O reauthenti
ation is a rather 
omplex proto
ol involving the authserver as a trustedthird party (see Se
tion 14.5.1 [Auth Proto
ol℄, page 74). In order to redu
e the risk of 
awedimplementations, I/O reauthenti
ation is en
apsulated in the iohelp_reauth fun
tion:[Fun
tion℄stru
t iouser * iohelp_reauth (auth t authserver ,ma
h port t rend_port , ma
h port t newright , int permit_failure )Condu
t a reauthenti
ation transa
tion, and return a new iouser. authserver is theI/O server's auth port. The rendezvous port provided by the user is rend port.If the transa
tion 
annot be 
ompleted, return zero, unless permit failure is nonzero.If permit failure is nonzero, then should the transa
tion fail, return an iouser thathas no ids. The new port to be sent to the user is newright.4.1.2 Con
h ManagementThe 
on
h is at the heart of the shared memory I/O system. Several Hurd libraries imple-ment shared I/O, and so libiohelp 
ontains fun
tions to fa
ilitate 
on
h management.Everything about shared I/O is undo
umented be
ause it is not needed for adequateperforman
e, and the RPC interfa
e is simpler (see Se
tion 4.3 [I/O Interfa
e℄, page 25). Itis not useful for new libraries or servers to implement shared I/O.
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rokernel interfa
e allows appli
ations to provide the ba
kingstore for a memory obje
t, by 
onverting hardware page faults into RPC requests. Externalpagers are required for memory-mapped I/O (see Se
tion 4.3.6 [Mapped Data℄, page 28)and stored �lesystems (see Chapter 8 [Stored Filesystems℄, page 55).The external pager interfa
e is quite 
omplex, so the Hurd pager library 
ontainsfun
tions whi
h aid in 
reating multithreaded external pagers. libpager is de
lared in<hurd/pager.h>, and requires only the threads and ports libraries.4.2.1 Pager ManagementThe pager library de�nes the stru
t pager data type in order to represent a multi-threadedpager. The general pro
edure for 
reating a pager is to de�ne the fun
tions listed in Se
-tion 4.2.2 [Pager Callba
ks℄, page 24, allo
ate a libports bu
ket for the ports whi
h willa

ess the pager, and 
reate at least one new stru
t pager with pager_
reate.[Fun
tion℄stru
t pager * pager_
reate (stru
t user pager info *u_pager ,stru
t port bu
ket *bu
ket , boolean t may_
a
he ,memory obje
t 
opy strategy t 
opy_strategy )Create a new pager. The pager will have a port 
reated for it (using libports, inbu
ket) and will be immediately ready to re
eive requests. u pager will be providedto later 
alls to pager_find_address. The pager will have one user referen
e 
reated.may 
a
he and 
opy strategy are the original values of those attributes as for memory_obje
t_ready. Users may 
reate referen
es to pagers by use of the relevant portslibrary fun
tions. On errors, return null and set errno.On
e you are ready to turn over 
ontrol to the pager library, you should 
all ports_manage_port_operations_multithread on the bu
ket, using pager_demuxer as the portsdemuxer. This will handle all external pager RPCs, invoking your pager 
allba
ks whenne
essary. [Fun
tion℄int pager_demuxer (ma
h msg header t *inp ,ma
h msg header t *outp )Demultiplex in
oming libports messages on pager ports.The following fun
tions are the body of the pager library, and provide a 
lean interfa
eto pager fun
tionality: [Fun
tion℄void pager_syn
 (stru
t pager *pager , int wait ) [Fun
tion℄void pager_syn
_some (stru
t pager *pager , vm address t start ,vm size t len , int wait )Write data from pager pager to its ba
king store. Wait for all the writes to 
ompleteif and only if wait is set.pager_syn
 writes all data; pager_syn
_some only writes data starting at start, forlen bytes. [Fun
tion℄void pager_flush (stru
t pager *pager , int wait )
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tion℄void pager_flush_some (stru
t pager *pager , vm address t start ,vm size t len , int wait )Flush data from the kernel for pager pager and for
e any pending delayed 
opies.Wait for all pages to be 
ushed if and only if wait is set.pager_flush 
ushes all data; pager_flush_some only 
ushes data starting at start,for len bytes. [Fun
tion℄void pager_return (stru
t pager *pager , int wait ) [Fun
tion℄void pager_return_some (stru
t pager *pager , vm address t start ,vm size t len , int wait )Flush data from the kernel for pager pager and for
e any pending delayed 
opies.Wait for all pages to be 
ushed if and only if wait is set. Have the kernel write ba
kmodi�
ations.pager_return 
ushes and restores all data; pager_return_some only 
ushes andrestores data starting at start, for len bytes. [Fun
tion℄void pager_offer_page (stru
t pager *pager , int pre
ious ,int writelo
k , vm o�set t page , vm address t buf )O�er a page of data to the kernel. If pre
ious is set, then this page will be pagedout at some future point, otherwise it might be dropped by the kernel. If the page is
urrently in 
ore, the kernel might ignore this 
all.attributes [Fun
tion℄void pager_
hange_attributes (stru
t pager *pager ,boolean t may_
a
he , memory obje
t 
opy strategy t 
opy_strategy ,int wait )Change the attributes of the memory obje
t underlying pager pager. The may 
a
heand 
opy strategy arguments are as for memory_obje
t_
hange_. Wait for the kernelto report 
ompletion if and only if wait is set. [Fun
tion℄void pager_shutdown (stru
t pager *pager )For
e termination of a pager. After this returns, no more paging requests on thepager will be honoured, and the pager will be deallo
ated. The a
tual deallo
ationmight o

ur asyn
hronously if there are 
urrently outstanding paging requests thatwill 
omplete �rst. [Fun
tion℄error_t pager_get_error (stru
t pager *p , vm address t addr )Return the error 
ode of the last page error for pager p at address addr.1 [Fun
tion℄error_t pager_mem
py (stru
t pager *pager ,memory obje
t t memobj , vm o�set t offset , void *other , size t *size ,vm prot t prot )Try to 
opy *size bytes between the region other points to and the region at o�set inthe pager indi
ated by pager and memobj. If prot is VM_PROT_READ, 
opying is fromthe pager to other; if prot 
ontains VM_PROT_WRITE, 
opying is from other into thepager. *size is always �lled in with the a
tual number of bytes su

essfully 
opied.1 Note that this fun
tion will be deleted when the Ma
h pager interfa
e is �xed to provide this information.
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ode if the pager-ba
ked memory faults; if there is no fault, returnszero and *size will be un
hanged.These fun
tions allow you to re
over the internal stru
t pager state, in 
ase thelibpager interfa
e doesn't provide an operation you need: [Fun
tion℄stru
t user_pager_info * pager_get_upi (stru
t pager *p )Return the stru
t user_pager_info asso
iated with a pager. [Fun
tion℄ma
h_port_t pager_get_port (stru
t pager *pager )Return the port (re
eive right) for requests to the pager. It is absolutely ne
essarythat a new send right be 
reated from this re
eive right.4.2.2 Pager Callba
ksLike several other Hurd libraries, libpager depends on you to implement appli
ation-spe
i�
 
allba
k fun
tions. You must de�ne the following fun
tions: [Fun
tion℄error_t pager_read_page (stru
t user pager info *pager ,vm o�set t page , vm address t *buf , int *write_lo
k )For pager pager, read one page from o�set page. Set *buf to be the address ofthe page, and set *write_lo
k if the page must be provided read-only. The onlypermissible error returns are EIO, EDQUOT, and ENOSPC. [Fun
tion℄error_t pager_write_page (stru
t user pager info *pager ,vm o�set t page , vm address t buf )For pager pager, syn
hronously write one page from buf to o�set page. In addi-tion, vm_deallo
ate (or equivalent) buf. The only permissible error returns are EIO,EDQUOT, and ENOSPC. [Fun
tion℄error_t pager_unlo
k_page (stru
t user pager info *pager ,vm o�set t address )A page should be made writable. [Fun
tion℄error_t pager_report_extent (stru
t user pager info *pager ,vm address t *offset , vm size t *size )This fun
tion should report in *offset and *size the minimum valid address thepager will a

ept and the size of the obje
t. [Fun
tion℄void pager_
lear_user_data (stru
t user pager info *pager )This is 
alled when a pager is being deallo
ated after all extant send rights have beendestroyed. [Fun
tion℄void pager_dropweak (stru
t user pager info *p )This will be 
alled when the ports library wants to drop weak referen
es. The pagerlibrary 
reates no weak referen
es itself, so if the user doesn't either, then it is allright for this fun
tion to do nothing.
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eThe I/O interfa
e fa
ilities are des
ribed in <hurd/io.defs>. This se
tion dis
usses onlyRPC-based I/O operations.24.3.1 I/O Obje
t PortsThe I/O server must asso
iate ea
h I/O port with a parti
ular set of uids and gids, identi-fying the user who is responsible for operations on the port. Every port to an I/O servershould also support either the �le proto
ol (see Se
tion 5.4 [File Interfa
e℄, page 40) orthe so
ket proto
ol (see Se
tion 11.4 [So
ket Interfa
e℄, page 71); naked I/O ports are notallowed.In addition, the server asso
iates with ea
h port a default �le pointer, a set of open modebits, a pid (
alled the \owner"), and some underlying obje
t whi
h 
an absorb data (forwrite) or provide data (for read).The uid and gid sets asso
iated with a port may not be visibly shared with other ports,nor may they ever 
hange. The server must �x the identi�
ation of a set of uids and gidswith a parti
ular port at the moment of the port's 
reation. The other 
hara
teristi
s ofan I/O port may be shared with other users. The I/O server interfa
e does not generallyspe
ify the way in whi
h servers may share these other 
hara
teristi
s (with the ex
eptionof the depre
ated O_ASYNC interfa
e); however, the �le and so
ket interfa
es make furtherrequirements about what sharing is required and what sharing is prohibited.In general, users get send rights to I/O ports by some me
hanism that is external to theI/O proto
ol. (For example, �leservers give out I/O ports in response to the dir_lookupand fsys_getroot 
alls. So
ket servers give out ports in response to the so
ket_
reateand so
ket_a

ept 
alls.) However, the I/O proto
ol provides methods of obtaining newports that refer to the same underlying obje
t as another port. In response to all of these
alls, all underlying state (in
luding, but not limited to, the default �le pointer, open modebits, and underlying obje
t) must be shared between the old and new ports. In the followingdes
riptions of these 
alls, the term \identi
al" means this kind of sharing. All these 
allsmust return send rights to a newly-
onstru
ted Ma
h port.The io_dupli
ate 
all simply returns another port whi
h is identi
al to an existing portand has the same uid and gid set.The io_restri
t_auth 
all returns another port, identi
al to the provided port, butwhi
h has a smaller asso
iated uid and gid set. The uid and gid sets of the new port arethe interse
tion of the set on the existing port and the lists of uids and gids provided in the
all.Users use the io_reauthenti
ate 
all when they wish to have an entirely new set ofuids or gids asso
iated with a port. In response to the io_reauthenti
ate 
all, the servermust 
reate a new port, and then make the 
all auth_server_authenti
ate to the authserver. The rendezvous port for the auth_server_authenti
ate 
all is the I/O port towhi
h was made the io_reauthenti
ate 
all. The server provides the rend int parameterto the auth server as a 
opy from the 
orresponding parameter in the io_reauthenti
ate2 The latter portion of <hurd/io.defs> and all of <hurd/shared.h> des
ribe how to implement shared-memory I/O operations. However, shared I/O has been depre
ated. See Se
tion 4.1.2 [Con
h Manage-ment℄, page 21, for more details.
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all. The I/O server also gives the auth server a new port; this must be a newly 
reatedport identi
al to the old port. The authserver will return the set of uids and gids asso
iatedwith the user, and guarantees that the new port will go dire
tly to the user that possessedthe asso
iated authenti
ation port. The server then identi�es the new port given out withthe spe
i�ed ID's.4.3.2 Simple OperationsUsers write to I/O ports by 
alling the io_write RPC. They spe
ify an o�set parameter;if the obje
t supports writing at arbitrary o�sets, the server should honour this parameter.If �1 is passed as the o�set, then the server should use the default �le pointer. The servershould return the amount of data whi
h was su

essfully written. If the operation wasinterrupted after some but not all of the data was written, then it is 
onsidered to havesu

eeded and the server should return the amount written. If the port is not an I/O portat all, the server should reply with the error EOPNOTSUPP. If the port is an I/O port, butdoes not happen to support writing, then the 
orre
t error is EBADF.Users read from I/O ports by 
alling the io_read RPC. They spe
ify the amount ofdata they wish to read, and the o�set. The o�set has the same meaning as for io_writeabove. The server should return the data that was read. If the 
all is interrupted after somedata has been read (and the operation is not idempotent) then the server should return theamount read, even if it was less than the amount requested. The server should return asmu
h data as possible, but never more than requested by the user. If there is no data, butthere might be later, the 
all should blo
k until data be
omes available. The server indi
atesend-of-�le by returning zero bytes. If the 
all is interrupted after some data has been read,but the 
all is idempotent, then the server may return EINTR rather than a
tually �lling thebu�er (taking 
are that any modi�
ations of the default �le pointer have been reversed).Preferably, however, servers should return data.There are two 
ategories of obje
ts: seekable and non-seekable. Seekable obje
ts musta

ept arbitrary o�set parameters in the io_read and io_write 
alls, and must implementthe io_seek 
all. Non-seekable obje
ts must ignore the o�set parameters to io_read andio_write, and should return ESPIPE to the io_seek 
all.On seekable obje
ts, io_seek 
hanges the default �le pointer for reads and writes. (Seese
tion \File Positioning" in The GNU C Library Referen
e Manual, for the interpretationof the when
e and o�set arguments.) It returns the new o�set as modi�ed by io_seek.The io_readable interfa
e returns the amount of data whi
h 
an be immediately read.For the spe
ial te
hni
al meaning of \immediately", see Se
tion 4.3.4 [Asyn
hronous I/O℄,page 27.4.3.3 Open ModesThe server asso
iates ea
h port with a set of bits that a�e
t its operation. The io_set_all_openmodes 
all modi�es these bits and the io_get_openmodes 
all returns them.In addition, the io_set_some_openmodes and io_
lear_some_openmodes do an atomi
read/modify/write of the openmodes.The O_APPEND bit, when set, 
hanges the behaviour of io_write when it uses the default�le pointer on seekable obje
ts. When io_write is done on a port with the O_APPEND bitset, is must set the �le pointer to the 
urrent �le size before doing the write (whi
h would
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rement the �le pointer as usual). The 
urrent �le size is the smallest o�set whi
hreturns end-of-�le when provided to io_read. The server must atomi
ally bind this updateto the a
tual data write with respe
t to other users of io_read, io_write, and io_seek.The O_FSYNC bit, when set, guarantees that io_write will not return until data is fullywritten to the underlying medium.The O_NONBLOCK bit, when set, prevents read and write from blo
king. They should
opy su
h data as is immediately available. If no data is immediately available they shouldreturn EWOULDBLOCK.The de�nition of \immediately" is more or less server-dependent. Some servers, notablystored �lesystem servers (see Chapter 8 [Stored Filesystems℄, page 55), regard all data asimmediately available. The one 
riterion is that something whi
h must happen immediatelymay not wait for any user-syn
hronizable event.The O_ASYNC bit is depre
ated; its use is do
umented in the following se
tion. This bitmust be shared between all users of the same underlying obje
t.4.3.4 Asyn
hronous I/OUsers may wish to be noti�ed when I/O 
an be done without blo
king; they use the io_asyn
 
all to indi
ate this to the server. In the io_asyn
 
all the user provides a porton whi
h will the server should send sig_post messages as I/O be
omes possible. Theserver must return a port whi
h will be the referen
e port in the sig_post messages. Ea
hio_asyn
 
all should generate a new referen
e port. (FIXME: xref the C library manualfor information on how to send sig post messages.)The server then sends one SIGIO signal to ea
h registered asyn
 user everytime I/Obe
omes possible. I/O is possible if at least one byte 
an be read or written immediately.The de�nition of \immediately" must be the same as for the implementation of the O_NONBLOCK 
ag (see Se
tion 4.3.3 [Open Modes℄, page 26). In addition, every time a user
alls io_read or io_write on a non-seekable obje
t, or at the default �le pointer on aseekable obje
t, another signal should be sent to ea
h user if I/O is still possible.Some obje
ts may also de�ne \urgent" 
onditions. Su
h servers should send the SIGURGsignal to ea
h registered asyn
 user anytime an urgent 
ondition appears. After any RPCthat has the possibility of 
learing the urgent 
ondition, the server should again send thesignal to all registered users if the urgent 
ondition is still present.A more �ne-grained me
hanism for doing asyn
 I/O is the io_sele
t 
all. The userspe
i�es the kind of a

ess desired, and a send-on
e right. If I/O of the kind the user desiresis immediately possible, then the server should return so indi
ating, and destroy the send-on
e right. If I/O is not immediately possible, the server should save the send-on
e right,and send a sele
t_done message as soon as I/O be
omes immediately possible. Again, thede�nition of \immediately" must be the same for io_sele
t, io_asyn
, and O_NONBLOCK(see Se
tion 4.3.3 [Open Modes℄, page 26).For 
ompatibility with 4.2 and 4.3 BSD, the I/O interfa
e provides a depre
ated feature(known as i
ky asyn
 I/O). The 
alls io_mod_owner and io_get_owner set the \owner" ofthe obje
t, providing either a pid or a pgrp (if the value is negative). This implies that onlyone pro
ess at a time 
an do i
ky I/O on a given obje
t. Whenever the I/O server is sendingsig_post messages to all the io_asyn
 users, if the O_ASYNC bit is set, the server shouldalso send a signal to the owning pid/pgrp. The ID port for this 
all should be di�erent from
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 ID ports given to users. Users may �nd out what ID port the server usesfor this by 
alling io_get_i
ky_asyn
_id.4.3.5 Information QueriesUsers may 
all io_stat to �nd out information about the I/O obje
t. Most of the �elds ofa stru
t stat are meaningful only for �les. All obje
ts, however, must support the �eldsst fstype, st fsid, st ino, st atime, st atime use
, st mtime user, st 
time, st 
time use
,and st blksize.st fstype, st fsid, and st ino must be unique for the underlying obje
t a
ross the entiresystem.st atime and st atime use
 hold the se
onds and mi
rose
onds, respe
tively, of the sys-tem 
lo
k at the last time the obje
t was read with io_read.st mtime and st mtime use
 hold the se
onds and mi
rose
onds, respe
tively, of thesystem 
lo
k at the last time the obje
t was written with io_write.Other appropriate operations may update the atime and the mtime as well; both the�le and so
ket interfa
es spe
ify su
h operations.st 
time and st 
time use
 hold the se
onds and mi
rose
onds, respe
tively, of the sys-tem 
lo
k at the last time permanent meta-data asso
iated with the obje
t was 
hanged.The exa
t operations whi
h 
ause su
h an update are server-dependent, but must in
ludethe 
reation of the obje
t.The server is permitted to delay the a
tual update of these times until stat is 
alled;before the server stores the times on permanent media (if it ever does so) it should updatethem if ne
essary.st blksize gives the optimal I/O size in bytes for io_read and io_write; users shouldendeavor to read and write amounts whi
h are multiples of the optimal size, and to useo�sets whi
h are multiples of the optimal size.In addition, obje
ts whi
h are seekable should set st size to the 
urrent �le size as in thedes
ription of the O_APPEND 
ag (see Se
tion 4.3.3 [Open Modes℄, page 26).The st uid and st gid �elds are unrelated to the \owner" as des
ribed above for i
kyasyn
 I/O.Users may �nd out the version of the server they are talking to by 
alling io_server_version; this should return strings and integers des
ribing the version number of the server,as well as its name.4.3.6 Mapped DataServers may optionally implement the io_map 
all. The ports returned by io_map mustimplement the external pager kernel interfa
e (see Se
tion 4.2 [Pager Library℄, page 22) andbe suitable as arguments to vm_map.Seekable obje
ts must allow a

ess from zero up to (but not in
luding) the 
urrent �lesize as des
ribed for O_APPEND (see Se
tion 4.3.3 [Open Modes℄, page 26). Whether theyprovide a

ess beyond su
h a point is server-dependent; in addition, the meaning of a

essinga non-seekable obje
t is server-dependent.



Chapter 5: Files 295 FilesA �le is traditionally thought of as a quantity of disk storage. In the Hurd, �les are anextension of the I/O interfa
e, but they do not ne
essarily 
orrespond to disk storage.Every �le in the Hurd is represented by a port, whi
h is 
onne
ted to the server thatmanages the �le. When a 
lient wants to operate on a �le, it makes RPC requests via a �leport to its server pro
ess, whi
h is 
ommonly 
alled a translator.5.1 TranslatorsThe Hurd �lesystem allows you to set translators on any �le or dire
tory that you own.A translator is any Hurd server whi
h provides the basi
 �lesystem interfa
e. Translatednodes are somewhat like a 
ross between Unix symboli
 links and mount points.Whenever a program tries to a

ess the 
ontents of a translated node, the �lesystemserver redire
ts the request to the appropriate translator (starting it if ne
essary). Then,the new translator servi
es the 
lient's request. The GNU C library makes this behaviourseamless from the 
lient's perspe
tive, so that standard Unix programs behave 
orre
tlyunder the Hurd.Translators run with the privileges of the translated node's owner, so they 
annot beused to 
ompromise the se
urity of the system. This also means that any user 
an writetheir own translators, and provide other users with arbitrary �lesystem-stru
tured data,regardless of the data's a
tual sour
e. Other 
hapters in this manual des
ribe existingtranslators, and how you 
an modify them or write your own.The standard Hurd �lesystem servers are 
onstantly evolving to provide innovative fea-tures that users want. Here are a few examples of existing translators:� Disk-based �lesystem formats, su
h as ext2fs, ufs, and iso9660fs (see Chapter 8[Stored Filesystems℄, page 55).� Network �lesystems, su
h as nfs and ftpfs (see Chapter 10 [Distributed Filesystems℄,page 70).� Single �les with dynami
 
ontent, su
h as FIXME: we need a good example.� Hurd servers whi
h translate rendezvous �lesystem nodes in standard lo
ations, sothat other programs 
an easily �nd them and use server-spe
i�
 interfa
es. For exam-ple, pflo
al implements the �lesystem interfa
es, but it also provides a spe
ial Unix-domain so
ket RPC interfa
e (FIXME xref). Programs 
an fet
h a port to this transla-tor simply by 
alling file_name_lookup (FIXME xref) on `/servers/so
ket/1'1, thenuse Unix so
ket-spe
i�
 RPCs on that port, rather than adhering to the �le proto
ol.This se
tion fo
uses on the generi
 programs that you need to understand in order touse existing translators. Many other parts of this manual des
ribe how you 
an write yourown translators.5.1.1 Invoking settransThe settrans program allows you to set a translator on a �le or dire
tory. By default, thepassive translator is set (see the `--passive' option).The settrans program has the following synopsis:1 The number 1 
orresponds to the PF_LOCAL C library so
ket domain 
onstant.



Chapter 5: Files 30settrans [option℄... node [translator arg...℄where translator is the absolute �lename of the new translator program. Ea
h arg is passedto translator when it starts. If translator is not spe
i�ed, then settrans 
lears the existingtranslator rather than setting a new one.settrans a

epts the following options:`-a'`--a
tive' Set node's a
tive translator. A
tive translators are started immediately andare not persistent: if the system is rebooted then they are lost.`-
'`--
reate' Create node as a zero-length �le if it doesn't already exist.`-L'`--dereferen
e'If node is already translated, sta
k the new translator on top of it (rather thanrepla
ing the existing translator).`--help' Display a brief usage message, then exit.`-p'`--passive'Set node's passive translator. Passive translators are only a
tivated by theunderlying �lesystem when 
lients try to use the node, and they shut downautomati
ally after they are no longer a
tive in order to 
onserve system re-sour
es.Passive translators are stored on the underlying �lesystem media, and so theypersist between system reboots. Not all �lesystems support passive translators,due to limitations in their underlying media. Consult the �lesystem-spe
i�
do
umentation to see if they are supported.If you are setting the passive translator, and node already has an a
tive trans-lator, then the following options apply:`-g'`--goaway' Tell the a
tive translator to go away. In this 
ase, the followingadditional options apply:`-f'`--for
e' If the a
tive translator doesn't go away, then for
e it.`-S'`--nosyn
' Don't 
ush its 
ontents to disk before terminating.`-R'`--re
ursive'Shut down all of the a
tive translator's 
hildren, too.



Chapter 5: Files 31`-k'`--keep-a
tive'Leave the existing a
tive translator running. The new translatorwill not be started unless the a
tive translator has stopped.`-P'`--pause' When starting an a
tive translator, prompt and wait for a newline on standardinput before 
ompleting the startup handshake. This is useful when debugginga translator, as it gives you time to start the debugger.`-t se
 '`--timeout=se
 'If the translator does not start up in se
 se
onds (the default is 60), then returnan error; if se
 is 0, then never timeout.`--version'Output program version information and exit.`-x'`--ex
lusive'Only set the translator if there is none already.5.1.2 Invoking showtransThe showtrans program allows you to show the passive translator setting on a �le systemnode.The showtrans program has the following synopsis:showtrans [option℄... file...showtrans a

epts the following options:-p--prefix Always display �lename: before translators.-P--no-prefixNever display �lename: before translators.-s--silent No output; useful when 
he
king error status.-t--translatedOnly display �les that have translators.5.1.3 Invoking mount5.1.4 Invoking fsysoptsThe fsysopts program allows you to retrieve or set 
ommand line options for runningtranslator �lesys.The fsysopts program has the following synopsis:



Chapter 5: Files 32fsysopts [option...℄ filesys [fs_option...℄fsysopts a

epts the following options:-L--dereferen
eIf �lesys is a symboli
 link, follow it.-R--re
ursivePass these options to any 
hild translators.The legal values for fs option depends on �lesys, but some 
ommon ones are:--readonly--writable--remount--syn
[=interval℄--nosyn
If no options are supplied, �lesys' 
urrent options are printed.5.2 Trivfs LibraryCertain translators do not need to be very 
omplex, be
ause they represent a single�le rather than an entire dire
tory hierar
hy. The trivfs library, whi
h is de
lared in<hurd/trivfs.h>, does most of the work of implementing this kind of translator. Thislibrary requires the iohelp and ports libraries.5.2.1 Trivfs StartupIn order to use the trivfs library, you will need to de�ne the appropriate 
allba
ks (seeSe
tion 5.2.2 [Trivfs Callba
ks℄, page 34). As with all Hurd servers, your trivfs-basedtranslator should �rst parse any 
ommand-line options, in 
ase the user is just asking forhelp. Trivfs uses argp (see se
tion \Argp" in The GNU C Library Referen
e Manual) forparsing 
ommand-line arguments.Your translator should rede�ne the following fun
tions and variables as ne
essary, andthen 
all argp_parse with the relevant arguments: [Variable℄extern stru
t argp * trivfs_runtime_argpIf this is de�ned or set to an argp stru
ture, it will be used by the default trivfs_set_options to handle runtime options parsing. Rede�ning this is the normal wayto add option parsing to a trivfs program. [Fun
tion℄error_t trivfs_set_options (stru
t trivfs 
ontrol *fsys ,
har *argz , size t argz_len )Set runtime options for fsys to argz and argz len. The default de�nition for thisroutine simply uses trivfs runtime argp (supplying fsys as the argp input �eld).[Fun
tion℄error_t trivfs_append_args (stru
t trivfs 
ontrol *fsys ,
har **argz , size t *argz_len )Append to the mallo
ed string *argz of length *argz_len a NUL-separated list ofthe arguments to this translator.



Chapter 5: Files 33After your translator parses its 
ommand-line arguments, it should fet
h its bootstrapport by using task_get_bootstrap_port. If this port is MACH_PORT_NULL, then your pro-gram wasn't started as a translator. Otherwise, you 
an use the bootstrap port to 
reate anew 
ontrol stru
ture (and advertise its port) with trivfs_startup: [Fun
tion℄error_t trivfs_startup (ma
h port t bootstrap , int flags ,stru
t port 
lass *
ontrol_
lass , stru
t port bu
ket *
ontrol_bu
ket ,stru
t port 
lass *protid_
lass , stru
t port bu
ket *protid_bu
ket ,stru
t trivfs 
ontrol **
ontrol ) [Fun
tion℄error_t trivfs_
reate_
ontrol (ma
h port t bootstrap ,stru
t port 
lass *
ontrol_
lass , stru
t port bu
ket *
ontrol_bu
ket ,stru
t port 
lass *protid_
lass , stru
t port bu
ket *protid_bu
ket ,stru
t trivfs 
ontrol **
ontrol )trivfs_startup 
reates a new trivfs 
ontrol port, advertises it to the underlyingnode bootstrap with fsys_startup, returning the results of this 
all, and pla
esits 
ontrol stru
ture in *
ontrol . trivfs_
reate_
ontrol does the same thing,ex
ept it doesn't advertise the 
ontrol port to the underlying node. 
ontrol 
lass and
ontrol bu
ket are passed to libports to 
reate the 
ontrol port, and protid 
lassand protid bu
ket are used when 
reating ports representing opens of this node; anyof these may be zero, in whi
h 
ase an appropriate port 
lass/bu
ket is 
reated. If
ontrol is non-null, the trivfs 
ontrol port is returned in it. 
ags (a bitmask of theappropriate O_* 
onstants) spe
i�es how to open the underlying node.If you did not supply zeros as the 
lass and bu
ket arguments to trivfs_startup, youwill probably need to use the trivfs port management fun
tions (see Se
tion 5.2.4 [TrivfsPorts℄, page 35).On
e you have su

essfully 
alled trivfs_startup, and have a pointer to the 
ontrolstru
ture stored in, say, the fsys variable, you are ready to 
all one of the ports_manage_port_operations_* fun
tions using fsys->pi.bu
ket and trivfs_demuxer. This willhandle any in
oming �lesystem requests, invoking your 
allba
ks when ne
essary.[Fun
tion℄int trivfs_demuxer (ma
h msg header t *inp ,ma
h msg header t *outp )Demultiplex in
oming libports messages on trivfs ports.The following fun
tions are not usually ne
essary, but they allow you to use the trivfslibrary even when it is not possible to turn message-handling over to trivfs_demuxer andlibports: [Fun
tion℄stru
t trivfs_
ontrol * trivfs_begin_using_
ontrol(ma
h port t port ) [Fun
tion℄stru
t trivfs_protid * trivfs_begin_using_protid(ma
h port t port )These fun
tions 
an be used as intran fun
tions for a MiG port type to have thestubs 
alled with either the 
ontrol or protid pointer. [Fun
tion℄void trivfs_end_using_
ontrol (stru
t trivfs 
ontrol *port ) [Fun
tion℄void trivfs_end_using_protid (stru
t trivfs protid *port )These 
an be used as `destru
tor' fun
tions for a MiG port type, to have the stubs
alled with the 
ontrol or protid pointer.
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tion℄error_t trivfs_open (stru
t trivfs 
ontrol *fsys , stru
t iouser *user ,unsigned flags , ma
h port t realnode , stru
t trivfs protid **
red )Return a new protid (that is, a port representing an open of this node) pointing to anew peropen in 
red, with realnode as the underlying node referen
e, with the givenidentity, and open 
ags in 
ags. 
ntl is the trivfs 
ontrol obje
t. [Fun
tion℄error_t trivfs_protid_dup (stru
t trivfs protid *
red ,stru
t trivfs protid **dup )Return a dupli
ate of 
red in dup, sharing the same peropen and hook. A non-null protid hook indi
ates that trivfs peropen 
reate hook 
reated this protid (seeSe
tion 5.2.3 [Trivfs Options℄, page 35). [Fun
tion℄error_t trivfs_set_atime (stru
t trivfs 
ontrol *
ntl ) [Fun
tion℄error_t trivfs_set_mtime (stru
t trivfs 
ontrol *
ntl )Call these to set atime or mtime for the node to the 
urrent time.5.2.2 Trivfs Callba
ksLike several other Hurd libraries, libtrivfs requires that you de�ne a number ofappli
ation-spe
i�
 
allba
k fun
tions and 
on�guration variables. You must de�ne thefollowing variables and fun
tions: [Variable℄extern int trivfs_fstype [Variable℄extern int trivfs_fsidThese variables are returned in the st fstype and st fsid �elds of stru
tstat. trivfs fstype should be 
hosen from the FSTYPE_* 
onstants found in<hurd/hurd_types.h>. [Variable℄extern int trivfs_allow_openSet this to some bitwise OR 
ombination of O_READ, O_WRITE, and O_EXEC; trivfs willonly allow opens of the spe
i�ed modes. [Variable℄extern int trivfs_support_read [Variable℄extern int trivfs_support_write [Variable℄extern int trivfs_support_exe
Set these to nonzero if trivfs should allow read, write, or exe
ute of the �le. Thesevariables are ne
essary be
ause trivfs allow open is used only to validate opens, nota
tual operations. [Fun
tion℄void trivfs_modify_stat (stru
t trivfs protid *
red ,stru
t stat *stbuf )This should modify a stru
t stat (as returned from the underlying node) for pre-sentation to 
allers of io_stat. It is permissible for this fun
tion to do nothing, butit must still be de�ned. [Fun
tion℄error_t trivfs_goaway (stru
t trivfs 
ontrol *
ntl , int flags )This fun
tion is 
alled when someone wants the �lesystem 
ntl to go away. 
ags arefrom the set FSYS_GOAWAY_* found in <hurd/hurd_types.h>.
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tions and variables des
ribed in this subse
tion already have default de�nitionsin libtrivfs, so you are not for
ed to de�ne them; rather, they may be rede�ned on a
ase-by-
ase basis. [Variable℄extern stru
t port_
lass * trivfs_protid_port
lasses [℄ [Variable℄extern int trivfs_protid_nport
lasses [Variable℄extern stru
t port_
lass * trivfs_
ntl_port
lasses [℄ [Variable℄extern int trivfs_
ntl_nport
lassesIf you de�ne these, they should be ve
tors (and the asso
iated sizes) of port 
lassesthat will be translated into 
ontrol and protid pointers for passing to RPCs, in addi-tion to those passed to or 
reated by trivfs_
reate_
ontrol (or trivfs_startup),whi
h will automati
ally be re
ognized. [Variable℄error_t (*trivfs_
he
k_open_hook) (stru
t trivfs 
ontrol *
ntl ,stru
t iouser *user , int flags )If this variable is non-zero, it will be 
alled every time an open happens. user and
ags are from the open; 
ntl identi�es the node being opened. This 
all need not
he
k permissions on the underlying node. This 
all 
an blo
k as ne
essary, unlessO_NONBLOCK is set in 
ags. Any desired error 
an be returned, whi
h will be re
e
tedto the user and will prevent the open from su

eeding. [Variable℄error_t (*trivfs_protid_
reate_hook) (stru
t trivfs protid *prot ) [Variable℄error_t (*trivfs_peropen_
reate_hook)(stru
t trivfs peropen *perop )If these variables are non-zero, they will be 
alled every time a new protid or peropenstru
ture is 
reated and initialized. [Variable℄void (*trivfs_protid_destroy_hook) (stru
t trivfs protid *prot ) [Variable℄void (*trivfs_peropen_destroy_hook)(stru
t trivfs peropen *perop )If these variables is non-zero, they will be 
alled every time a protid or peropenstru
ture is about to be destroyed. [Variable℄error_t (*trivfs_getroot_hook) (stru
t trivfs 
ontrol *
ntl ,ma
h port t reply_port , ma
h msg type name t reply_port_type ,ma
h port t dotdot , uid t *uids , u int nuids , uid t *gids , u int ngids ,int flags , retry type *do_retry , 
har *retry_name , ma
h port t *node ,ma
h msg type name t *node_type )If this variable is set, it will be 
alled by trivfs_S_fsys_getroot before any otherpro
essing takes pla
e. If the return value is EAGAIN, normal trivfs getroot pro
essing
ontinues, otherwise the RPC returns with that return value.5.2.4 Trivfs PortsIf you 
hoose to allo
ate your own trivfs port 
lasses and bu
kets, the following fun
tionsmay 
ome in handy:
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tion℄error_t trivfs_add_port_bu
ket (stru
t port bu
ket **bu
ket )Add the port bu
ket *bu
ket to the list of dynami
ally- allo
ated port bu
kets; if*bu
ket is zero, an attempt is made to allo
ate a new port bu
ket, whi
h is thenstored in *bu
ket . [Fun
tion℄void trivfs_remove_port_bu
ket (stru
t port bu
ket *bu
ket )Remove the previously added dynami
 port bu
ket bu
ket, freeing it if it was allo
atedby trivfs_add_port_bu
ket. [Fun
tion℄error_t trivfs_add_
ontrol_port_
lass(stru
t port 
lass **
lass ) [Fun
tion℄error_t trivfs_add_protid_port_
lass (stru
t port 
lass **
lass )Add the port 
lass *
lass to the list of 
ontrol or protid port 
lasses re
ognized bytrivfs; if *
lass is zero, an attempt is made to allo
ate a new port 
lass, whi
h isstored in *
lass . [Fun
tion℄void trivfs_remove_
ontrol_port_
lass(stru
t port 
lass *
lass ) [Fun
tion℄void trivfs_remove_protid_port_
lass (stru
t port 
lass *
lass )Remove the previously added dynami
 
ontrol or protid port 
lass 
lass, freeing it ifit was allo
ated by trivfs_add_
ontrol_port_
lass or trivfs_add_protid_port_
lass.Even if you do not use the above allo
ation fun
tions, you may still be able to use thedefault trivfs 
leanroutines: [Fun
tion℄void trivfs_
lean_
ntl (void *port ) [Fun
tion℄void trivfs_
lean_protid (void *port )These fun
tions should be installed as libports 
leanroutines for 
ontrol port 
lassesand protid port 
lasses, respe
tively.5.3 Fshelp LibraryThe fshelp library implements various things that are useful to most implementors of the�le proto
ol. It presumes that you are using the iohelp library as well. libfshelp is dividedinto separate fa
ilities whi
h may be used independently. These fun
tions are de
lared in<hurd/fshelp.h>.5.3.1 Passive Translator LinkageThese routines are self-
ontained and start passive translators, returning the 
ontrol port.They do not require multithreading or the ports library. [Typedef℄typedef error_t (*fshelp open fn t) (int flags , �le t *node ,ma
h msg type name t *node_type )A 
allba
k used by the translator starting fun
tions. Given some open 
ags, opensthe appropriate �le, and returns the node port.
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tion℄error_t fshelp_start_translator_long(fshelp open fn t underlying_open_fn , 
har *name , 
har *argz ,int argz_len , ma
h port t *fds , ma
h msg type name t fds_type ,int fds_len , ma
h port t *ports , ma
h msg type name t ports_type ,int ports_len , int *ints , int ints_len , int timeout , fsys t *
ontrol )Start a passive translator name with arguments argz (length argz len). Initialize theinitports to ports (length ports len), the initints to ints (length ints len), and the �ledes
riptor table to fds (length fds len). Return the 
ontrol port in *
ontrol . If thetranslator doesn't respond or die in timeout millise
onds (if timeout is greater thanzero), return an appropriate error. If the translator dies before responding, returnEDIED. [Fun
tion℄error_t fshelp_start_translator(fshelp open fn t underlying_open_fn , 
har *name , 
har *argz ,int argz_len , int timeout , fsys t *
ontrol )Same as fshelp_start_translator_long, ex
ept the initports and ints are 
opiedfrom our own state, fd[2℄ is 
opied from our own stderr, and the other fds are
leared. For full-servi
e �lesystems, it is almost always wrong to use fshelp_start_translator, be
ause the 
urrent working dire
tory of the translator will not then beas normally expe
ted. (Current working dire
tories of passive translators should bethe dire
tory they were found in.) In fa
t, full-servi
e �lesystems should usually startpassive translators as a side-e�e
t of 
alling fshelp_fet
h_root (see Se
tion 5.3.2[A
tive Translator Linkage℄, page 37).5.3.2 A
tive Translator LinkageThese routines implement the linkage to a
tive translators needed by any �lesystem whi
hsupports them. They require the threads library and use the passive translator routinesabove, but they don't require the ports library at all.This interfa
e is 
omplex, be
ause 
reating the ports and state ne
essary for start_translator_long is expensive. The 
aller to fshelp_fet
h_root should not need to 
reatethem on every 
all, sin
e usually there will be an existing a
tive translator. [Fun
tion℄void fshelp_transbox_init (stru
t transbox *transbox ,stru
t mutex *lo
k , void *
ookie )Initialize a transbox, whi
h 
ontains state information for a
tive translators.[Typedef℄typedef error_t (*fshelp fet
h root 
allba
k1 t) (void *
ookie1 ,void *
ookie2 , uid t *uid , gid t *gid , 
har **argz , size t *argz_len )This routine is 
alled by fshelp_fet
h_root to fet
h more information. Return theowner and group of the underlying translated �le in *uid and *gid ; point *argzat the entire passive translator spe
i�
ation for the �le (setting *argz_len to thelength). If there is no passive translator, then return ENOENT. 
ookie1 is the 
ookiepassed in fshelp_transbox_init. 
ookie2 is the 
ookie passed in the 
all to fshelp_fet
h_root.



Chapter 5: Files 38[Typedef℄typedef error_t (*fshelp fet
h root 
allba
k2 t) (void *
ookie1 ,void *
ookie2 , int flags , ma
h port t *underlying ,ma
h msg type name t *underlying_type )This routine is 
alled by fshelp_fet
h_root to fet
h more information. Returnan unauthenti
ated node for the �le itself in *underlying and *underlying_type(opened with 
ags). 
ookie1 is the 
ookie passed in fshelp_transbox_init. 
ookie2is the 
ookie passed in the 
all to fshelp_fet
h_root. [Fun
tion℄error_t fshelp_fet
h_root (stru
t transbox *transbox ,void *
ookie , �le t dotdot , stru
t iouser *user , int flags ,fshelp fet
h root 
allba
k1 t 
allba
k1 ,fshelp fet
h root 
allba
k2 t 
allba
k2 , retry type *retry ,
har *retryname , ma
h port t *root )Fet
h the root from transbox. dotdot is an unauthenti
ated port for the dire
tory inwhi
h we are looking; user spe
i�es the ids of the user responsible for the 
all. 
agsare as for dir_lookup (but O_CREAT and O_EXCL are not meaningful and are ignored).The transbox lo
k (as set by fshelp_transbox_init) must be held before the 
all,and will be held upon return, but may be released during the operation of the 
all.[Fun
tion℄int fshelp_translated (stru
t transbox *box )Return true if and only if there is an a
tive translator on this box. [Fun
tion℄error_t fshelp_set_a
tive (stru
t transbox *box ,fsys t newa
tive , int ex
l )Atomi
ally repla
e the existing a
tive translator port for this box with newa
tive. Ifex
l is non-zero then don't modify an existing a
tive transbox; return EBUSY instead.[Fun
tion℄error_t fshelp_fet
h_
ontrol (stru
t transbox *box ,ma
h port t *
ontrol )Fet
h the 
ontrol port to make a request on it. It's a bad idea to use fsys_getrootwith the result; use fshelp_fet
h_root instead. [Fun
tion℄void fshelp_drop_transbox (stru
t transbox *box )Clean transbox state so that deallo
ation or reuse is possible.5.3.3 Fshelp Lo
kingThe flo
k 
all is in 
ux, as the 
urrent Hurd interfa
e (as of version 0.2) is not suitable forimplementing the POSIX re
ord-lo
king semanti
s.5.3.4 Fshelp PermissionsThese fun
tions are designed to aid with user permission 
he
king. It is a good idea to usethese routines rather than to roll your own, so that Hurd users see 
onsistent handling of�le and dire
tory permission bits. [Fun
tion℄error_t fshelp_isowner (stru
t stat *st , stru
t iouser *user )Che
k to see whether user should be 
onsidered the owner of the �le identi�ed by st.If so, return zero; otherwise return an appropriate error 
ode.
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tion℄error_t fshelp_a

ess (stru
t stat *st , int op , stru
t iouser *user )Che
k to see whether the user user 
an operate on the �le identi�ed by st. op is one ofS_IREAD, S_IWRITE, and S_IEXEC. If the a

ess is permitted, return zero; otherwisereturn an appropriate error 
ode. [Fun
tion℄error_t fshelp_
he
kdirmod (stru
t stat *dir , stru
t stat *st ,stru
t iouser *user )Che
k to see whether user is allowed to modify dir with respe
t to existing �le st.If there is no existing �le, then st should be set to zero. If the a

ess is permissible,return zero; otherwise return an appropriate error 
ode.5.3.5 Fshelp Mis
The following fun
tions are 
ompletely standalone: [Fun
tion℄error_t fshelp_delegate_translation (
har *server_name ,ma
h port t requestor , 
har **argv )Try to hand o� responsibility from a translator to the server lo
ated on the nodeserver name. requestor is the translator's bootstrap port, and argv is the 
ommandline. If server name is null, then a name is 
on
o
ted by prepending _servers toargv[0℄ . [Fun
tion℄error_t fshelp_exe
_reauth (int suid , uid t uid , int sgid ,gid t gid , auth t auth , error t (*get_file_ids ) (stru
t idve
 *uids ,stru
t idve
 *gids ), ma
h port t *ports ,ma
h msg type number t num_ports , ma
h port t *fds ,ma
h msg type number t num_fds , int *se
ure )If suid or sgid is true, adds uid and/or gid respe
tively to the authenti
ation inports[INIT_PORT_AUTH℄, and repla
es it with the result. All the other ports inports and fds are then reauthenti
ated, using any privileges available through auth.If the auth port in ports[INIT_PORT_AUTH℄ is bogus, and get �le ids is non-null, itis 
alled to get a list of uids and gids from the �le to use as a repla
ement. If se
ureis non-null and any added ids are new, then the variable it points to is set to nonzero,otherwise zero. If either the uid or gid 
ase fails, then the other may still apply.[Fun
tion℄error_t fshelp_get_identity (stru
t port bu
ket *bu
ket ,ino t fileno , ma
h port t *pt )Return an identity port in *pt for the node numbered �leno, suitable for returningfrom io_identity; exa
tly one send right must be 
reated from the returned value.�leno should be the same value returned as the �leno out-parameter in io_identity,and in the en
losing dire
tory (ex
ept for mount points), and in the st_ino stat �eld.bu
ket should be a libports port bu
ket; fshelp requires the 
aller to make sure portoperations (for no-senders noti�
ations) are used. [Fun
tion℄error_t fshelp_return_mallo
ed_buffer (
har *buf , size t len ,
har **rbuf , ma
h msg type number t *rlen )Put data from the mallo
ed bu�er buf, len bytes long, into rbuf (whi
h is rlen byteslong), suitable for returning from an RPC. If len is greater than zero, buf is freed,regardless of whether an error is returned or not.
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tion℄error_t fshelp_set_options (stru
t argp *argp , int flags ,
har *argz , size t argz_len , void *input )Invoke argp_parse in the standard way, with data from argz and argz len.[Fun
tion℄void fshelp_tou
h (stru
t stat *st , unsigned what ,volatile stru
t mapped time value *maptime )Change the stat times of node as indi
ated by what to the 
urrent time. whatis a bitmask of one or more of the TOUCH_ATIME, TOUCH_MTIME, and TOUCH_CTIME
onstants.5.4 File Interfa
eThis se
tion do
uments the interfa
e for operating on �les.5.4.1 File OverviewThe �le interfa
e is a superset of the I/O interfa
e (see Se
tion 4.3 [I/O Interfa
e℄, page 25).Servers whi
h provide the �le interfa
e are required to support the I/O interfa
e as well.All obje
ts rea
hable in the �lesystem are expe
ted to provide the �le interfa
e, even if theydo not 
ontain data. (The trivfs library makes it easy to do so for ordinary sorts of 
ases.See Se
tion 5.2 [Trivfs Library℄, page 32.)The interfa
e de�nitions for the �le interfa
e are found in <hurd/fs.defs>.Files have various pie
es of status information whi
h are returned by io_stat (see Se
-tion 4.3.5 [Information Queries℄, page 28). Most of this status information 
an be dire
tly
hanged by various 
alls in the �le interfa
e; some of it should vary impli
itly as the 
ontentsof the �le 
hange.Many of these 
alls have general rules asso
iated with them des
ribing how se
urity andprivilege should operate. The diskfs library (see Se
tion 8.5 [Diskfs Library℄, page 55)implements these rules for stored �lesystems. These rules have also been implemented inthe fshelp library (see Se
tion 5.3 [Fshelp Library℄, page 36). Trivfs-based servers generallyhave no need to implement these rules at all.In spe
ial 
ases, there may be a reason to implement a di�erent se
urity 
he
k from thatspe
i�ed here, or to implement a 
all to do something slightly di�erent. But su
h 
asesmust be 
arefully 
onsidered; make sure that you will not 
onfuse inno
ent user programsthrough ex
essive 
leverness.If some operation 
annot be implemented (for example, 
hauthor over FTP), then the
all should return EOPNOTSUPP. If it is merely diÆ
ult to implement a 
all, it is mu
h betterto �gure out a way to implement it as a series of operations rather than to return errors tothe user.5.4.2 Changing StatusThere are several RPCs available for users to 
hange mu
h of the status information as-so
iated with a �le. (The information is returned by the io_stat RPC; see Se
tion 4.3.5[Information Queries℄, page 28.)All these operations are restri
ted to root and the owner of the �le. When attemptedby another user, they should return EPERM.
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hown RPC 
hanges the owner and group of the �le. Only root should be ableto 
hange the owner, and 
hanging the group to a group the 
aller is not in should also beprohibited. Violating either of these 
onditions should return EPERM.The file_
hauthor RPC 
hanges the author of the �le. It should be legitimate to
hange the author to any value without restri
tion.The file_
hmod RPC 
hanges the �le permission mode bits.The file_
hflags RPC 
hanges the 
ags of the �le. It should be legitimate to 
hangethe 
ags to any value without restri
tion. No standard meanings have been assigned to the
ags yet, but we intend to do so. Do not assume that the 
ags format we 
hoose will mapidenti
ally to that of some existing �lesystem format.The file_utimes RPC 
hanges the atime and mtime of the �le. Making this 
all must
ause the 
time to be updated as well, even if no a
tual 
hange to either the mtime or theatime o

urs.The file_set_size RPC is spe
ial; not only does it 
hange the status word spe
ifyingthe size of the �le, but it also 
hanges the a
tual 
ontents of the �le. If the �le size is beingredu
ed it should release se
ondary storage asso
iated with the previous 
ontents of the �le.If the �le is being extended, the new region added to the �le must be zero-�lled. Unlike theother RPCs in this se
tion, file_set_size should be permitted to any user who is allowedto write the �le.5.4.3 Program Exe
utionExe
ution of programs on the Hurd is done through �leservers with the file_exe
 RPC.The �leserver is expe
ted to verify that the user is allowed to exe
ute the �le, make whatevermodi�
ations to the ports are ne
essary for setuid exe
ution, and then invoke the standardexe
server found on `/servers/exe
'.This se
tion spe
i�
ally addresses what �leservers are expe
ted to do, with minimalattention to the other parts of the pro
ess. See Chapter 13 [Running Programs℄, page 73,for more general information.The �le must be opened for exe
ution; if it is not, EBADF should be returned. In addition,at least one of the exe
ute bits must be on. A failure of this 
he
k should result in EACCES|not ENOEXEC. It is not proper for the �leserver ever to respond to the file_exe
 RPC withENOEXEC.If either the setuid or setgid bits are set, the server needs to 
onstru
t a new authenti-
ation handle with the additional new ID's. Then all the ports passed to file_exe
 needto be reauthenti
ated with the new handle. If the �leserver is unable to make the newauthenti
ation handle (for example, be
ause it is not running as root) it is not a

eptableto return an error; in su
h a 
ase the server should simply silently fail to implement thesetuid/setgid semanti
s.If the setuid/setgid transformation adds a new uid or gid to the user's authenti
ationhandle that was not previously present (as opposed to merely reordering them), then theEXEC_SECURE and EXEC_NEWTASK 
ags should both be added in the 
all to exe
_exe
.The server then needs to open a new port onto the exe
uted �le whi
h will not shareany �le pointers with the port the user passed in, opened with O_READ. Finally, all theinformation (mutated appropriately for setuid/setgid) should be sent to the exe
server with
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_exe
. Whatever error 
ode exe
_exe
 returns should returned to the 
aller of file_exe
.5.4.4 File Lo
kingThe flo
k 
all is in 
ux, as the 
urrent Hurd interfa
e (as of version 0.2) is not suitable forimplementing the POSIX re
ord-lo
king semanti
s.You should ignore the file_lo
k and file_lo
k_stat 
alls until the new re
ord-lo
kinginterfa
e is implemented.5.4.5 File FrobbingFIXME: Other a
tive 
alls on �lesfile_syn
file_getfhfile_getlinknodefile_
he
k_a

essThese manipulate meta-information:file_reparentfile_statfsfile_syn
fsfile_get
ontrolfile_get_storage_infofile_get_fs_options5.4.6 Opening FilesFIXME: Looking up �les in dire
toriesdir_lookupdir_readdir5.4.7 Modifying Dire
tories [Fun
tion℄kern_return_t dir_mkfile (�le t dire
tory , int flags ,mode t mode , ma
h port t *newnode )Create a new �le in dire
tory without linking it into the �lesystem. You still musthave write permission on the spe
i�ed dire
tory, even though it will not a
tually bewritten.The fun
tion returns a port to the new �le in *newnode. Flags are the same as fordir_lookup, but O_CREAT and O_TRUNC are assumed even if not spe
i�ed. [Fun
tion℄kern_return_t dir_mkdir (�le t dire
tory , 
har *name ,mode t mode )Create a new dire
tory named name in dire
tory with permission spe
i�ed by mode.[Fun
tion℄kern_return_t dir_rmdir (�le t dire
tory , 
har *name )Remove the dire
tory named name from dire
tory.
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tion℄kern_return_t dir_unlink (�le t dire
tory , 
har *name )Remove the non-dire
tory node name from dire
tory. [Fun
tion℄kern_return_t dir_link (�le t dire
tory , �le t file , 
har *name ,int ex
l )Create a hard link in dire
tory. If ex
l is set and name already exists in dire
tory,then this fun
tion will fail. If ex
l is not set and name already exists the old �lenamed name will be unlinked. If dire
tory and �le are not on the same �lesystem,then dir_link might fail with EXDEV. [Fun
tion℄kern_return_t dir_rename (�le t olddire
tory , 
har *oldname ,�le t newdire
tory , 
har *newname , int ex
l )Move the node oldname in olddire
tory to the node newname in newdire
tory. If ex
lis set and newname already exists in newdire
tory, then this fun
tion will fail. If ex
lis not set and newname already exists, the old �le named newname will be unlinked.If olddire
tory and newdire
tory are not on the same �lesystem, then dir_renamemight fail with EXDEV.5.4.8 Noti�
ationsFIXME: File and dire
tory 
hange 
allba
ksFile 
hange noti�
ations are not yet implemented, but dire
tory noti�
ations are.file_noti
e_
hangesdir_noti
e_
hanges5.4.9 File TranslatorsFIXME: How to set and get translatorsfile_set_translatorfile_get_translatorfile_get_translator_
ntl5.5 Filesystem Interfa
eThe �lesystem interfa
e (des
ribed in <hurd/fsys.defs>) is supported by translator 
ontrolports.FIXME: �nish
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ial Files 446 Spe
ial FilesIn Unix, any �le that does not a
t as a general-purpose unit of storage is 
alled a spe
ial�le. These are FIFOs, Unix-domain so
kets, and devi
e nodes. In the Hurd, there is noneed for the \spe
ial �le" distin
tion, sin
e they are implemented by translators, just asregular �les are.Nevertheless, the Hurd maintains this distin
tion, in order to provide ba
kward 
ompat-ibility for Unix programs (whi
h do not know about translators). Studying the implemen-tation of Hurd spe
ial �les is a good way to introdu
e the idea of translators to people whoare familiar with Unix.This 
hapter does not dis
uss `/dev/zero' or any of the mi
rokernel-based devi
es, sin
ethese are translated by the generalized storeio server (FIXME xref).FIXME: �nish6.1 �fo6.2 ifso
k6.3 magi
6.4 nullFIXME: a 
hapter on libtreefs and libdirmgt will probably go here



Chapter 7: Stores 457 StoresA store is a �xed-size blo
k of storage, whi
h 
an be read and perhaps written to. A storeis more general than a �le: it refers to any type of storage su
h as devi
es, �les, memory,tasks, et
. Stores 
an also be representations of other stores, whi
h may be 
ombined and�ltered in various ways.7.1 storeinfo, store
at, storeread7.2 storeioFIXME: �nish7.3 Store LibraryThe store library (whi
h is de
lared in <hurd/store.h>) implements many di�erent ba
k-ends whi
h support the store abstra
tion. Hurd programs use libstore so that new storagetypes 
an be implemented with minimum impa
t.7.3.1 Store ArgumentsFIXME: des
ribe startup sequen
e [Stru
ture℄stru
t store_parsedThe result of parsing a store, whi
h should be enough information to open it, or returnthe arguments. [Stru
ture℄stru
t store_argp_params { stru
t store parsed *result ;
onst 
har *default_type ; 
onst stru
t store 
lass *
onst *
lasses ; }This is the stru
ture used to pass args ba
k and forth from store argp. result is theresulting parsed result. If `--store-type' isn't spe
i�ed, then default type shouldbe used as the store type; zero is equivalent to "query". 
lasses is set of 
lasses usedto validate store types and argument syntax. [Variable℄extern stru
t argp store_argpThis is an argument parser that may be used for parsing a simple 
ommand linespe
i�
ation for stores. The a

ompanying input parameter must be a pointer to astru
t store_argp_params. [Fun
tion℄void store_parsed_free (stru
t store parsed *parsed )Free all resour
es used by parsed. [Fun
tion℄error_t store_parsed_open (
onst stru
t store parsed *parsed ,int flags , stru
t store **store )Open the store spe
i�ed by parsed, and return it in store. [Fun
tion℄error_t store_parsed_append_args(
onst stru
t store parsed *parsed , 
har **argz , size t *argz_len )Add the arguments used to 
reate parsed to argz and argz len.
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tion℄error_t store_parsed_name (
onst stru
t store parsed *parsed ,
har **name )Make an option string des
ribing parsed, and return it in mallo
ed storage in name.7.3.2 Store ManagementThe following fun
tions provide basi
 management of stores: [Fun
tion℄error_t store_
reate (�le t sour
e , int flags ,
onst stru
t store 
lass *
onst *
lasses , stru
t store **store )Return a new store in store, whi
h refers to the storage underlying sour
e. 
lassesis used to sele
t 
lasses spe
i�ed by the provider; if zero, store std 
lasses is used.
ags is set with store_set_flags, with the ex
eption of STORE_INACTIVE, whi
hmerely indi
ates that no attempt should be made to a
tivate an ina
tive store; ifSTORE_INACTIVE is not spe
i�ed, and the store returned for SOURCE is ina
tive, anattempt is made to a
tivate it (failure of whi
h 
auses an error to be returned). Areferen
e to sour
e is 
reated (but may be destroyed with store_
lose_sour
e).It is usually better to use a spe
i�
 store open or 
reate fun
tion su
h as store_open(see Se
tion 7.3.4 [Store Classes℄, page 48), sin
e they are tailored to the needs of aspe
i�
 store. Generally, you should only use store_
reate if you are de�ning yourown store 
lass, or you need options that are not provided by a more spe
i�
 store
reation fun
tion. [Fun
tion℄void store_
lose_sour
e (stru
t store *store )If store was 
reated using store_
reate, remove the referen
e to the sour
e fromwhi
h it was 
reated. [Fun
tion℄void store_free (stru
t store *store )Clean up and deallo
ate store's underlying stores. [Stru
ture℄stru
t store_run { store o�set t start , length ; }A stru
t store_run represents a 
ontiguous region in a store's address range. Theseare used to designate a
tive portions of a store. If start is -1, then the region is a hole(it is zero-�lled and doesn't 
orrespond to any real addresses). [Fun
tion℄error_t store_set_runs (stru
t store *store ,
onst stru
t store run *runs , size t num_runs )Set store's 
urrent runs list to (a 
opy of) runs and num runs. [Fun
tion℄error_t store_set_
hildren (stru
t store *store ,stru
t store *
onst *
hildren , size t num_
hildren )Set store's 
urrent 
hildren to (a 
opy of) 
hildren and num 
hildren (note that justthe ve
tor 
hildren is 
opied, not the a
tual 
hildren). [Fun
tion℄error_t store_
hildren_name (
onst stru
t store *store ,
har **name )Try to 
ome up with a name for the 
hildren in store, 
ombining the names of ea
h
hild in a way that 
ould be used to parse them with store_open_
hildren. This isdone heuristi
ally, and so may not su

eed. If a 
hild doesn't have a name, EINVAL isreturned.
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tion℄error_t store_set_name (stru
t store *store , 
onst 
har *name )Sets the name asso
iated with store to a 
opy of name. [Fun
tion℄error_t store_set_flags (stru
t store *store , int flags )Add 
ags to store's 
urrently set 
ags. [Fun
tion℄error_t store_
lear_flags (stru
t store *store , int flags )Remove 
ags from store's 
urrently set 
ags. [Fun
tion℄error_t store_set_
hild_flags (stru
t store *store , int flags )Set 
ags in all 
hildren of store, and if su

essful, add 
ags to store's 
ags.[Fun
tion℄error_t store_
lear_
hild_flags (stru
t store *store , int flags )Clear 
ags in all 
hildren of store, and if su

essful, remove 
ags from store's 
ags.[Fun
tion℄int store_is_se
urely_returnable (stru
t store *store ,int open_flags )Returns true if store 
an safely be returned to a user who has a

essed it via a nodeusing open 
ags, without 
ompromising se
urity. [Fun
tion℄error_t store_
lone (stru
t store *from , stru
t store **to )Return a 
opy of from in to. [Fun
tion℄error_t store_remap (stru
t store *sour
e ,
onst stru
t store run *runs , size t num_runs , stru
t store **store )Return a store in store that re
e
ts the blo
ks in runs and runs len from sour
e;sour
e is 
onsumed, but not runs. Unlike the store_remap_
reate fun
tion, thismay simply modify sour
e and return it.7.3.3 Store I/OThe following fun
tions allow you to read and modify the 
ontents of a store: [Fun
tion℄error_t store_map (
onst stru
t store *store , vm prot t prot ,ma
h port t *memobj )Return a memory obje
t paging on store. [Fun
tion℄error_t store_read (stru
t store *store , store o�set t addr ,size t amount , void **buf , size t *len )Read amount bytes from store at addr into buf and len (whi
h follows the usualMa
h bu�er-return semanti
s) to store at addr. addr is in blo
ks (as de�ned bystore->blo
k_size). Note that len is in bytes. [Fun
tion℄error_t store_write (stru
t store *store , store o�set t addr ,void *buf , size t len , size t *amount )Write len bytes from buf to store at addr. Returns the amount written in amount(in bytes). addr is in blo
ks (as de�ned by store->blo
k_size). [Fun
tion℄error_t store_set_size (stru
t store *store ,store o�set t newsize )Set store's size to newsize (in bytes).



Chapter 7: Stores 487.3.4 Store ClassesThe store library 
omes with a number of standard store 
lass implementations: [Variable℄extern 
onst stru
t store_
lass *
onst store_std_
lasses [℄This is a null-terminated ve
tor of the standard store 
lasses implemented bylibstore.If you are building your own 
lass ve
tors, the following fun
tion may be useful:[Variable℄error_t store_
on
at_
lass_ve
tors (stru
t store 
lass **
v1 ,stru
t store 
lass **
v2 , stru
t store 
lass ***
on
at )Con
atenate the store 
lass ve
tors in 
v1 and 
v2, and return a new (mallo
ed)ve
tor in 
on
at.7.3.4.1 query store [Variable℄extern 
onst stru
t store_
lass store_query_
lassThis store is a virtual store whi
h queries a �lesystem node, and delegates 
ontrol toan appropriate store 
lass. [Fun
tion℄error_t store_open (
onst 
har *name , int flags ,
onst stru
t store 
lass *
onst *
lasses , stru
t store **store )Open the �le name, and return a new store in store, whi
h refers to the storageunderlying it. 
lasses is used to sele
t 
lasses spe
i�ed by the provider; if it is zero,then store std 
lasses is used. 
ags is set with store_set_flags. A referen
e to theopen �le is 
reated (but may be destroyed with store_
lose_sour
e).7.3.4.2 typed_open store [Variable℄extern 
onst stru
t store_
lass store_typed_open_
lassThis store is spe
ial in that it doesn't 
orrespond to any spe
i�
 store fun
tions, ratherit provides a way to interpret 
hara
ter strings as spe
i�
ations for other stores.[Fun
tion℄error_t store_typed_open (
onst 
har *name , int flags ,
onst stru
t store 
lass *
onst *
lasses , stru
t store **store )Open the store indi
ated by name, whi
h should 
onsist of a store type name followedby a `:' and any type-spe
i�
 name, returning the new store in store. 
lasses is usedto sele
t 
lasses spe
i�ed by the type name; if it is zero, store std 
lasses is used.[Fun
tion℄error_t store_open_
hildren (
onst 
har *name , int flags ,
onst stru
t store 
lass *
onst *
lasses , stru
t store ***stores ,size t *num_stores )Parse multiple store names in name, and open ea
h individually, returning all in theve
tor stores, and the number in num stores. The syntax of name is a single non-alphanumeri
 separator 
hara
ter, followed by ea
h 
hild store name separated by thesame separator; ea
h 
hild name is `type:name ' notation as parsed by store_typed_open. If every 
hild uses the same `type:' pre�x, then it may be fa
tored out andput before the 
hild list instead (the two notations are di�erentiated by whether ornot the �rst 
hara
ter of name is alphanumeri
).
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e store [Variable℄extern 
onst stru
t store_
lass store_devi
e_
lassThis store is a simple wrapper for a mi
rokernel devi
e driver.1 [Fun
tion℄error_t store_devi
e_open (
onst 
har *name , int flags ,stru
t store **store )Open the devi
e named name, and return the 
orresponding store in store.[Fun
tion℄error_t store_devi
e_
reate (devi
e t devi
e , int flags ,stru
t store **store )Return a new store in store referring to the mi
rokernel devi
e devi
e. Consumes thedevi
e send right.7.3.4.4 file store [Variable℄extern 
onst stru
t store_
lass store_file_
lassThis store reads and writes the 
ontents of a Hurd �le. [Fun
tion℄error_t store_file_open (
onst 
har *name , int flags ,stru
t store **store )Open the �le name, and return the 
orresponding store in store. [Fun
tion℄error_t store_file_
reate (�le t file , int flags ,stru
t store **store )Return a new store in store referring to the �le �le. Unlike store_
reate, this willalways use �le I/O, even it would be possible to be more dire
t. This may work inmore 
ases, for instan
e if the �le has holes. Consumes the �le send right.7.3.4.5 task store [Variable℄extern 
onst stru
t store_
lass store_task_
lassThis store provides a

ess to the 
ontents of a mi
rokernel task. [Variable℄error_t store_task_open (
onst 
har *name , int flags ,stru
t store **store )Open the task name (name should be the task's pid), and return the 
orrespondingstore in store. [Variable℄error_t store_task_
reate (task t task , int flags ,stru
t store **store )Return a new store in store referring to the task task, 
onsuming the task send right.1 It is important to note that devi
e drivers are not provided by the Hurd, but by the underlying mi
ro-kernel. Hurd `devi
es' are just storeio-translated nodes whi
h make the mi
rokernel devi
e drivers obeyHurd semanti
s. If you wish to implement a new devi
e driver, you will need to 
onsult the appropriatemi
rokernel do
umentation.



Chapter 7: Stores 507.3.4.6 zero store [Variable℄extern 
onst stru
t store_
lass store_zero_
lassReads to this store always return zero-�lled bu�ers, no matter what has been writteninto it. This store 
orresponds to the Unix `/dev/zero' devi
e node. [Fun
tion℄error_t store_zero_
reate (store o�set t size , int flags ,stru
t store **store )Return a new zero store size bytes long in store.7.3.4.7 
opy store [Variable℄extern 
onst stru
t store_
lass store_
opy_
lassThis store provides a temporary 
opy of another store. This is useful if you want toprovide writable data, but do not wish to modify the underlying store. All 
hangesto a 
opy store are lost when it is 
losed. [Fun
tion℄error_t store_
opy_open (
onst 
har *name , int flags ,
onst stru
t store 
lass *
onst *
lasses , stru
t store **store )Open the 
opy store name (whi
h 
onsists of another store 
lass name, a `:', and aname for the store 
lass to open) and return the 
orresponding store in store. 
lassesis used to sele
t 
lasses spe
i�ed by the type name; if it is zero, store std 
lasses isused. [Fun
tion℄error_t store_
opy_
reate (stru
t store *from , int flags ,stru
t store **store )Return a new store in store whi
h 
ontains a snapshot of the 
ontents of the storefrom; from is 
onsumed. [Fun
tion℄error_t store_buffer_
reate (void *buf , size t buf_len ,int flags , stru
t store **store )Return a new store in store whi
h 
ontains the memory bu�er buf, of length buf len.buf must be allo
ated with vm_allo
ate, and will be 
onsumed.7.3.4.8 gunzip store [Variable℄extern 
onst stru
t store_
lass store_gunzip_
lassThis store provides transparent GNU zip de
ompression of a substore. Unfortunately,this store is 
urrently read-only. [Variable℄error_t store_gunzip_open (
onst 
har *name , int flags ,
onst stru
t store 
lass *
onst *
lasses , stru
t store **store )Open the gunzip store name (whi
h 
onsists of another store 
lass name, a `:', and aname for that store 
lass to open), and return the 
orresponding store in store. 
lassesis used to sele
t 
lasses spe
i�ed by the type name; if it is zero, store std 
lasses isused. [Variable℄error_t store_gunzip_
reate (stru
t store *from , int flags ,stru
t store **store )Return a new store in store whi
h 
ontains a snapshot of the un
ompressed 
ontentsof the store from; from is 
onsumed. blo
k size is the desired blo
k size of the result.
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on
at store [Variable℄extern 
onst stru
t store_
lass store_
on
at_
lassThis 
lass provides a linear 
on
atenation storage mode. It 
reates a new virtual storewhi
h 
onsists of several di�erent substores appended to one another.This mode is designed to in
rease storage 
apa
ity, so that when one substore is �lled,new data is transparently written to the next substore. Con
atenation requires robusthardware, sin
e a failure in any single substore will wipe out a large se
tion of thedata. [Fun
tion℄error_t store_
on
at_open (
onst 
har *name , int flags ,
onst stru
t store 
lass *
onst *
lasses , stru
t store **store )Return a new store that 
on
atenates the stores 
reated by opening all the individualstores des
ribed in name; for the syntax of name, see store_open_
hildren.[Fun
tion℄error_t store_
on
at_
reate (stru
t store * 
onst *stores ,size t num_stores , int flags , stru
t store **store )Return a new store in store that 
on
atenates all the stores in stores (num stores ofthem). The stores in stores are 
onsumed; that is, they will be freed when this storeis freed. The stores array, however, is 
opied, and so should be freed by the 
aller.7.3.4.10 ileave store [Variable℄extern 
onst stru
t store_
lass store_ileave_
lassThis 
lass provides a RAID-02 storage mode (also 
alled disk striping). It 
reates anew virtual store by interleaving the 
ontents of several di�erent substores.This RAID mode is designed to in
rease storage performan
e, sin
e I/O will probablyo

ur in parallel if the substores reside on di�erent physi
al devi
es. Interleavingworks best with evenly-yoked substores. . . if the stores are di�erent sizes, some spa
ewill be not be used at the end of the larger stores; if the stores are di�erent speeds,then I/O will have to wait for the slowest store; if some stores are not as reliableas others, failures will wipe out every nth storage blo
k, where n is the number ofsubstores. [Fun
tion℄error_t store_ileave_
reate (stru
t store * 
onst *stripes ,size t num stripes, store o�set t interleave , int flags ,stru
t store **store )Return a new store in store that interleaves all the stores in stripes (num stripes ofthem) every interleave bytes; interleave must be an integer multiple of ea
h stripe'sblo
k size. The stores in stripes are 
onsumed; that is, they will be freed when thisstore is freed. The stripes array, however, is 
opied, and so should be freed by the
aller.2 \RAID" stands for Redundant Array of Independent Disks: several disks used in parallel to a
hievein
reased 
apa
ity, redundan
y and/or performan
e.



Chapter 7: Stores 527.3.4.11 mvol store [Variable℄extern 
onst stru
t store_
lass store_mvol_
lassThis store provides a

ess to multiple volumes using a single-volume devi
e. One useof this store would be to provide a store whi
h 
onsists of multiple 
oppy disks whenthere is only a single disk drive. It works by remapping a single linear address rangeto multiple address ranges, and keeping tra
k of the 
urrently a
tive range. Whenevera request maps to a range that is not a
tive, a 
allba
k is made in order to swit
h tothe new range.This 
lass is not in
luded in store std 
lasses, be
ause it requires an appli
ation-spe
i�
 
allba
k. [Fun
tion℄error_t store_mvol_
reate (stru
t store *phys , error t(*swap_vols ) (stru
t store *store , size t new_vol , ssize t old_vol ),int flags , stru
t store **store )Return a new store in store that multiplexes multiple physi
al volumes from phys asone larger virtual volume. swap vols is a fun
tion that will be 
alled whenever readsor writes refer to a blo
k whi
h is not addressable on the 
urrently a
tive volume.phys is 
onsumed.7.3.4.12 remap store [Variable℄extern 
onst stru
t store_
lass store_remap_
lassThis store translates I/O requests into di�erent addresses on a di�erent store.[Fun
tion℄error_t store_remap_
reate (stru
t store *sour
e ,
onst stru
t store run *runs , size t num_runs , int flags ,stru
t store **store )Return a new store in store that re
e
ts the blo
ks in runs and runs len from sour
e;sour
e is 
onsumed, but runs is not. Unlike the store_remap fun
tion, this fun
tionalways operates by 
reating a new store of type `remap' whi
h has sour
e as a 
hild,and so may be less eÆ
ient than store_remap for some types of stores.7.3.5 Store RPC En
odingThe store library also provides some fun
tions whi
h help transfer stores between tasks viaRPC: [Stru
ture℄stru
t store_en
This stru
ture is used to hold the various bits that make up the representation of astore for transmission via RPC. See <hurd/hurd_types.h> for an explanation of theen
odings for the various storage types. [Fun
tion℄void store_en
_init (stru
t store en
 *en
 , ma
h port t *ports ,ma
h msg type number t num_ports , int *ints ,ma
h msg type number t num_ints , o� t *offsets ,ma
h msg type number t num_offsets , 
har *data ,ma
h msg type number t data_len )Initialize en
. The given ve
tor and sizes will be used for the en
oding if they are bigenough (otherwise new ones will be automati
ally allo
ated).
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tion℄void store_en
_deallo
 (stru
t store en
 *en
 )Deallo
ate storage used by the �elds in en
 (but nothing is done with en
 itself).[Fun
tion℄void store_en
_return (stru
t store en
 *en
 , ma
h port t **ports ,ma
h msg type number t *num_ports , int **ints ,ma
h msg type number t *num_ints , o� t **offsets ,ma
h msg type number t *num_offsets , 
har **data ,ma
h msg type number t *data_len )Copy out the parameters from en
 into the given variables suitably for returning froma file_get_storage_info RPC, and deallo
ate en
. [Fun
tion℄error_t store_return (
onst stru
t store *store ,ma
h port t **ports , ma
h msg type number t *num_ports , int **ints ,ma
h msg type number t *num_ints , o� t **offsets ,ma
h msg type number t *num_offsets , 
har **data ,ma
h msg type number t *data_len )En
ode store into the given return variables, suitably for returning from a file_get_storage_info RPC. [Fun
tion℄error_t store_en
ode (
onst stru
t store *store ,stru
t store en
 *en
 )En
ode store into en
, whi
h should have been prepared with store_en
_init, orreturn an error. The 
ontents of en
 may then be returned as the value of file_get_storage_info; if for some reason this 
an't be done, store_en
_deallo
 maybe used to deallo
ate the memory used by the unsent ve
tors. [Fun
tion℄error_t store_de
ode (stru
t store en
 *en
 ,
onst stru
t store 
lass *
onst *
lasses , stru
t store **store )De
ode en
, either returning a new store in store, or an error. 
lasses is the mappingfrom Hurd storage 
lass ids to store 
lasses; if it is zero, store std 
lasses is used. Ifnothing else is to be done with en
, its 
ontents may then be freed using store_en
_deallo
. [Fun
tion℄error_t store_allo
ate_
hild_en
odings(
onst stru
t store *store , stru
t store en
 *en
 )Calls the allo
ate_en
oding method in ea
h 
hild store of store, propagating anyerrors. If any 
hild does not have su
h a method, EOPNOTSUPP is returned.[Fun
tion℄error_t store_en
ode_
hildren (
onst stru
t store *store ,stru
t store en
 *en
 )Calls the en
ode method in ea
h 
hild store of store, propagating any errors. If any
hild does not have su
h a method, EOPNOTSUPP is returned. [Fun
tion℄error_t store_de
ode_
hildren (stru
t store en
 *en
 ,int num_
hildren , 
onst stru
t store 
lass *
onst *
lasses ,stru
t store **
hildren )De
odes num 
hildren from en
, storing the results into su

essive positions in 
hil-dren.
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tion℄error_t store_with_de
oded_runs (stru
t store en
 *en
 ,size t num_runs , error t (*fun ) (
onst stru
t store run *runs ,size t num_runs ))Call fun with the ve
tor runs of length num runs extra
ted from en
. [Fun
tion℄error_t store_std_leaf_allo
ate_en
oding(
onst stru
t store *store , stru
t store en
 *en
 ) [Fun
tion℄error_t store_std_leaf_en
ode (
onst stru
t store *store ,stru
t store en
 *en
 )Standard en
oding used for most data-providing (as opposed to �ltering) store 
lasses.[Typedef℄typedef error_t (*store std leaf 
reate t) (ma
h port t port ,int flags , size t blo
k_size , 
onst stru
t store run *runs ,size t num_runs , stru
t store **store )Creation fun
tion used by store_std_leaf_de
ode. [Fun
tion℄error_t store_std_leaf_de
ode (stru
t store en
 *en
 ,store std leaf 
reate t 
reate , stru
t store **store )De
odes the standard leaf en
oding whi
h is 
ommon to various builtin formats, and
alls 
reate to a
tually 
reate the store.



Chapter 8: Stored Filesystems 558 Stored FilesystemsStored �lesystems allow users to save and load persistent data from any random-a

essstorage media, su
h as hard disks, 
oppy diskettes, and CD-ROMs. Stored �lesystems arerequired for bootstrapping standalone workstations, as well.8.1 Repairing FilesystemsFIXME: �nish8.2 Linux Extended 2 FSFIXME: �nish8.3 BSD Unix FSFIXME: �nish8.4 ISO-9660 CD-ROM FSFIXME: �nish8.5 Diskfs LibraryThe diskfs library is de
lared in <hurd/diskfs.h>, and does a lot of the work of imple-menting stored �lesystems. libdiskfs requires the threads, ports, iohelp, fshelp, and storelibraries. You should understand all these libraries before you attempt to use diskfs, andyou should also be familiar with the pager library (see Se
tion 4.2 [Pager Library℄, page 22).For histori
al reasons, the library for implementing stored �lesystems is 
alled libdiskfsinstead of libstorefs. Keep in mind, however, that diskfs is useful for �lesystems whi
hare implemented on any blo
k-addressed storage devi
e, sin
e it uses the store library to doI/O.Note that stored �lesystems 
an be tri
ky to implement, sin
e the diskfs 
allba
k inter-fa
es are not trivial. It really is best if you examine the sour
e 
ode of a similar existing�lesystem server, and follow its example rather than trying to write your own from s
rat
h.8.5.1 Diskfs StartupThis subse
tion gives an outline of the general steps involved in implementing a �lesystemserver, to help refresh your memory and to o�er explanations rather than to serve as atutorial.The �rst thing a �lesystem server should do is parse its 
ommand-line arguments (seeSe
tion 8.5.2 [Diskfs Arguments℄, page 56). Then, the standard output and error streamsshould be redire
ted to the 
onsole, so that error messages are not lost if this is the bootstrap�lesystem: [Fun
tion℄void diskfs_
onsole_stdio (void)Redire
t error messages to the 
onsole, so that they 
an be seen by users.



Chapter 8: Stored Filesystems 56The following is a list of the relevant fun
tions whi
h would be 
alled during the restof the server initialization. Again, you should refer to the implementation of an already-working �lesystem if you have any questions about how these fun
tions should be used:[Fun
tion℄error_t diskfs_init_diskfs (void)Call this fun
tion after arguments have been parsed to initialize the library. You must
all this before 
alling any other diskfs fun
tions, and after parsing diskfs options.[Fun
tion℄void diskfs_spawn_first_thread (void)Call this after all format-spe
i�
 initialization is done (ex
ept for setting diskfs_root_node); at this point the pagers should be ready to go. [Fun
tion℄ma
h_port_t diskfs_startup_diskfs (ma
h port t bootstrap ,int flags )Call this on
e the �lesystem is fully initialized, to advertise the new �lesystem 
ontrolport to our parent �lesystem. If bootstrap is set, diskfs will 
all fsys_startup onthat port as appropriate and return the realnode from that 
all; otherwise we 
alldiskfs_start_bootstrap and return MACH_PORT_NULL. 
ags spe
i�es how to openrealnode (from the O_* set).You should not need to 
all the following fun
tion dire
tly, sin
e diskfs_startup_diskfs will do it for you, when appropriate: [Fun
tion℄void diskfs_start_bootstrap (void)Start the Hurd bootstrap sequen
e as if we were the bootstrap �lesystem (that is,diskfs_boot_flags is nonzero). All �lesystem initialization must be 
omplete beforeyou 
all this fun
tion.8.5.2 Diskfs ArgumentsThe following fun
tions implement standard diskfs 
ommand-line and runtime argumentparsing, using argp (see se
tion \Argp" in The GNU C Library Referen
e Manual):[Fun
tion℄error_t diskfs_set_options (
har *argz , size t argz_len )Parse and exe
ute the runtime options spe
i�ed by argz and argz len. EINVAL isreturned if some option is unre
ognized. The default de�nition of this routine willparse them using diskfs_runtime_argp. [Fun
tion℄error_t diskfs_append_args (
har **argz , unsigned *argz_len )Append to the mallo
ed string *argz of length *argz_len a NUL-separated list ofthe arguments to this translator. The default de�nition of this routine simply 
allsdiskfs_append_std_options. [Fun
tion℄error_t diskfs_append_std_options (
har **argz ,unsigned *argz_len )Appends NUL-separated options des
ribing the standard diskfs option state to argzand in
rements argz len appropriately. Note that unlike diskfs_get_options, argzand argz len must already have sane values.
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t argp * diskfs_runtime_argpIf this is de�ned or set to an argp stru
ture, it will be used by the default diskfs_set_options to handle runtime option parsing. The default de�nition is initializedto a pointer to diskfs_std_runtime_argp. [Variable℄
onst stru
t argp diskfs_std_runtime_argpAn argp for the standard diskfs runtime options. The default de�nition of diskfs_runtime_argp points to this, although the user 
an rede�ne that to 
hain this ontohis own argp. [Variable℄
onst stru
t argp diskfs_startup_argpAn argp stru
ture for the standard diskfs 
ommand line arguments. The user may
all argp_parse on this to parse the 
ommand line, 
hain it onto the end of his ownargp stru
ture, or ignore it 
ompletely. [Variable℄
onst stru
t argp diskfs_store_startup_argpAn argp stru
ture for the standard diskfs 
ommand line arguments plus a store spe
-i�
ation. The address of a lo
ation in whi
h to return the resulting stru
t store_parsed stru
ture should be passed as the input argument to argp_parse; FIXMExref the de
laration for STORE ARGP.8.5.3 Diskfs GlobalsThe following fun
tions and variables 
ontrol the overall behaviour of the library. Your
allba
k fun
tions may need to refer to these, but you should not need to modify or rede�nethem. [Variable℄ma
h_port_t diskfs_default_pager [Variable℄ma
h_port_t diskfs_exe
_
tl [Variable℄ma
h_port_t diskfs_exe
 [Variable℄auth_t diskfs_auth_server_portThese are the respe
tive send rights to the default pager, exe
server 
ontrol port,exe
server itself, and authserver. [Variable℄ma
h_port_t diskfs_fsys_identityThe io_identity identity port for the �lesystem. [Variable℄
har ** diskfs_argvThe 
ommand line with whi
h diskfs was started, set by the default argument parser.If you don't use it, set this yourself. This is only used for bootstrap �le systems, togive the pro
server. [Variable℄
har * diskfs_boot_flagsWhen this is a bootstrap �lesystem, the 
ommand line options passed from the kernel.If not a bootstrap �lesystem, it is zero, so it 
an be used to distinguish between thetwo 
ases. [Variable℄stru
t rwlo
k diskfs_fsys_lo
kHold this lo
k while doing �lesystem-level operations. Inno
uous users 
an just holda reader lo
k, but operations that might 
orrupt other threads should hold a writerlo
k.
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t mapped_time_value * diskfs_mtimeThe 
urrent system time, as used by the diskfs routines. This is 
onverted into astru
t timeval by the maptime_read C library fun
tion (FIXME xref). [Variable℄int diskfs_syn
hronousTrue if and only if we should do every operation syn
hronously. It is the format-spe
i�
 
ode's responsibility to keep allo
ation information permanently in syn
 ifthis is set; the rest will be done by format-independent 
ode. [Fun
tion℄error_t diskfs_set_syn
_interval (int interval )Establish a thread to syn
 the �lesystem every interval se
onds, or never, if interval iszero. If an error o

urs 
reating the thread, it is returned, otherwise zero. Subsequent
alls will 
reate a new thread and (eventually) get rid of the old one; the old threadwon't do any more syn
s, regardless. [Variable℄spin_lo
k_t diskfs_node_ref
nt_lo
kPager referen
e 
ount lo
k. [Variable℄int diskfs_readonlySet to zero if the �lesystem is 
urrently writable. [Fun
tion℄error_t diskfs_set_readonly (int readonly )Change an a
tive �lesystem between read-only and writable modes, setting the globalvariable diskfs readonly to re
e
t the 
urrent mode. If an error is returned, nothingwill have 
hanged. diskfs fsys lo
k should be held while 
alling this routine.[Fun
tion℄int diskfs_
he
k_readonly (void)Che
k if the �lesystem is readonly before an operation that writes it. Return nonzeroif readonly, otherwise zero. [Fun
tion℄error_t diskfs_remount (void)Reread all in-
ore data stru
tures from disk. This fun
tion 
an only be su

essful ifdiskfs readonly is true. diskfs fsys lo
k should be held while 
alling this routine.[Fun
tion℄error_t diskfs_shutdown (int flags )Shutdown the �lesystem; 
ags are as for fsys_shutdown.8.5.4 Diskfs Node ManagementEvery �le or dire
tory is a diskfs node. The following fun
tions help your diskfs 
allba
ksmanage nodes and their referen
es: [Fun
tion℄void diskfs_drop_node (stru
t node *np )Node np now has no more referen
es; 
lean all state. The diskfs node ref
nt lo
kmust be held, and will be released upon return. np must be lo
ked. [Fun
tion℄void diskfs_node_update (stru
t node *np , int wait )Set disk �elds from np->dn_stat; update 
time, atime, and mtime if ne
essary. Ifwait is true, then return only after the physi
al media has been 
ompletely updated.[Fun
tion℄void diskfs_nref (stru
t node *np )Add a hard referen
e to node np. If there were no hard referen
es previously, thenthe node 
annot be lo
ked (be
ause you must hold a hard referen
e to hold the lo
k).
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tion℄void diskfs_nput (stru
t node *np )Unlo
k node np and release a hard referen
e; if this is the last hard referen
e andthere are no links to the �le then request light referen
es to be dropped. [Fun
tion℄void diskfs_nrele (stru
t node *np )Release a hard referen
e on np. If np is lo
ked by anyone, then this 
annot be the lasthard referen
e (be
ause you must hold a hard referen
e in order to hold the lo
k). Ifthis is the last hard referen
e and there are no links, then request light referen
es tobe dropped. [Fun
tion℄void diskfs_nref_light (stru
t node *np )Add a light referen
e to a node. [Fun
tion℄void diskfs_nput_light (stru
t node *np )Unlo
k node np and release a light referen
e. [Fun
tion℄void diskfs_nrele_light (stru
t node *np )Release a light referen
e on np. If np is lo
ked by anyone, then this 
annot be thelast referen
e (be
ause you must hold a hard referen
e in order to hold the lo
k).[Fun
tion℄error_t diskfs_node_rdwr (stru
t node *np , 
har *data , o� t off ,size t amt , int dire
tion , stru
t protid *
red , size t *amtread )This is 
alled by other �lesystem routines to read or write �les, and extends themautomati
ally, if ne
essary. np is the node to be read or written, and must be lo
ked.data will be written or �lled. o� identi�es where in the �le the I/O is to take pla
e(negative values are not allowed). amt is the size of data and tells how mu
h to 
opy.dir is zero for reading or nonzero for writing. 
red is the user doing the a

ess (onlyused to validate attempted �le extension). For reads, *amtread is �lled with theamount a
tually read. [Fun
tion℄void diskfs_noti
e_dir
hange (stru
t node *dp ,enum dir 
hanged type type , 
har *name )Send noti�
ations to users who have requested them for dire
tory dp with dir_noti
e_
hanges. The type of modi�
ation and a�e
ted name are type and name re-spe
tively. This should be 
alled by diskfs_direnter, diskfs_dirremove, diskfs_dirrewrite, and anything else that 
hanges the dire
tory, after the 
hange is fully
ompleted. [Fun
tion℄stru
t node * diskfs_make_node (stru
t disknode *dn )Create a new node stru
ture with ds as its physi
al disknode. The new node willhave one hard referen
e and no light referen
es.These next node manipulation fun
tions are not generally useful, but may 
ome in handyif you need to rede�ne any diskfs fun
tions. [Fun
tion℄error_t diskfs_
reate_node (stru
t node *dir , 
har *name ,mode t mode , stru
t node **newnode , stru
t protid *
red ,stru
t dirstat *ds )Create a new node. Give it mode: if mode in
ludes IFDIR, also initialize `.' and `..'in the new dire
tory. Return the node in npp. 
red identi�es the user responsible for
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all. If name is nonzero, then link the new node into dir with name name; ds isthe result of a prior diskfs_lookup for 
reation (and dir has been held lo
ked sin
e).dir must always be provided as at least a hint for disk allo
ation strategies.[Fun
tion℄void diskfs_set_node_times (stru
t node *np )If np->dn_set_
time is set, then modify np->dn_stat.st_
time appropriately; dothe analogous operations for atime and mtime as well. [Fun
tion℄stru
t node * diskfs_
he
k_lookup_
a
he (stru
t node *dir ,
har *name )S
an the 
a
he looking for name inside dir. If we don't know any entries at all, thenreturn zero. If the entry is 
on�rmed to not exist, then return -1. Otherwise, returnnp for the entry, with a newly-allo
ated referen
e. [Fun
tion℄error_t diskfs_
a
hed_lookup (int 
a
he_id , stru
t node **npp )Return the node 
orresponding to 
a
he id in *npp . [Fun
tion℄void diskfs_enter_lookup_
a
he (stru
t node *dir ,stru
t node *np , 
har *name )Node np has just been found in dir with name. If np is null, that means that thisname has been 
on�rmed as absent in the dire
tory. [Fun
tion℄void diskfs_purge_lookup_
a
he (stru
t node *dp , stru
t node *np )Purge all referen
es in the 
a
he to np as a node inside dire
tory dp.8.5.5 Diskfs Callba
ksLike several other Hurd libraries, libdiskfs depends on you to implement appli
ation-spe
i�
 
allba
k fun
tions. You must de�ne the following fun
tions and variables, but youshould also look at Se
tion 8.5.6 [Diskfs Options℄, page 65, as there are several defaultswhi
h should be modi�ed to provide good �lesystem support: [Stru
ture℄stru
t dirstatYou must de�ne this type, whi
h will hold information between a 
all todiskfs_lookup and a 
all to one of diskfs_direnter, diskfs_dirremove, ordiskfs_dirrewrite. It must 
ontain enough information so that those 
alls workas des
ribed below. [Variable℄
onst size_t diskfs dirstat sizeThis must be the size in bytes of a stru
t dirstat. [Variable℄int diskfs_link_maxThis is the maximum number of links to any one �le, whi
h must be a positive integer.The implementation of dir_rename does not know how to su

eed if this is only oneallowed link; on su
h formats you need to reimplement dir_rename yourself.[Variable℄int diskfs_maxsymlinksThis variable is a positive integer whi
h is the maximum number of symboli
 linkswhi
h 
an be traversed within a single 
all to dir_lookup. If this is ex
eeded, dir_lookup will return ELOOP.
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t node * diskfs_root_nodeSet this to be the node of the root of the �lesystem. [Variable℄
har * diskfs_server_nameSet this to the name of the �lesystem server. [Variable℄
har * diskfs_server_versionSet this to be the server version string. [Variable℄
har * diskfs_disk_nameThis should be a string that somehow identi�es the parti
ular disk this �lesystem isinterpreting. It is generally only used to print messages or to distinguish instan
esof the same �lesystem type from one another. If this �lesystem a

esses no externalmedia, then de�ne this to be zero. [Fun
tion℄error_t diskfs_set_statfs (fsys statfsbuf t *statfsbuf )Set *statfsbuf with appropriate values to re
e
t the 
urrent state of the �lesystem.[Fun
tion℄error_t diskfs_lookup (stru
t node *dp , 
har *name ,enum lookup type type , stru
t node **np , stru
t dirstat *ds ,stru
t protid *
red ) [Fun
tion℄error_t diskfs_lookup_hard (stru
t node *dp , 
har *name ,enum lookup type type , stru
t node **np , stru
t dirstat *ds ,stru
t protid *
red )You should not de�ne diskfs_lookup, be
ause it is simply a wrapper for diskfs_lookup_hard, and is already de�ned in libdiskfs.Lookup in dire
tory dp (whi
h is lo
ked) the name name. type will either be LOOKUP,CREATE, RENAME, or REMOVE. 
red identi�es the user making the 
all.If the name is found, return zero, and (if np is nonzero) set *np to point to thenode for it, whi
h should be lo
ked. If the name is not found, return ENOENT, and(if np is nonzero) set *np to zero. If np is zero, then the node found must not belo
ked, not even transitorily. Lookups for REMOVE and RENAME (whi
h must often
he
k permissions on the node being found) will always set np.If ds is nonzero then the behaviour varies depending on the requested lookup type:LOOKUP Set *ds to be ignored by diskfs_drop_dirstatCREATE On su

ess, set *ds to be ignored by diskfs_drop_dirstat.On failure, set *ds for a future 
all to diskfs_direnter.RENAME On su

ess, set *ds for a future 
all to diskfs_dirrewrite.On failure, set *ds for a future 
all to diskfs_direnter.REMOVE On su

ess, set *ds for a future 
all to diskfs_dirremove.On failure, set *ds to be ignored by diskfs_drop_dirstat.The 
aller of this fun
tion guarantees that if ds is nonzero, then either the appropriate
all listed above or diskfs_drop_dirstat will be 
alled with ds before the dire
torydp is unlo
ked, and guarantees that no lookup 
alls will be made on this dire
torybetween this lookup and the use (or destru
tion) of *DS.
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lear_dire
tory,and diskfs_init_dir, then lookups for `..' might have the 
ag SPEC_DOTDOT ORedin. This has a spe
ial meaning depending on the requested lookup type:LOOKUP dp should be unlo
ked and its referen
e dropped before returning.CREATE Ignore this 
ase, be
ause SPEC_DOTDOT is guaranteed not to be given.RENAMEREMOVE In both of these 
ases, the node being found (*np ) is already held lo
ked,so don't lo
k it or add a referen
e to it.Return ENOENT if name isn't in the dire
tory. Return EAGAIN if name refers to the`..' of this �lesystem's root. Return EIO if appropriate. [Fun
tion℄error_t diskfs_direnter (stru
t node *dp , 
har *name ,stru
t node *np , stru
t dirstat *ds , stru
t protid *
red ) [Fun
tion℄error_t diskfs_direnter_hard (stru
t node *dp , 
har *name ,stru
t node *np , stru
t dirstat *ds , stru
t protid *
red )You should not de�ne diskfs_direnter, be
ause it is simply a wrapper for diskfs_direnter_hard, and is already de�ned in libdiskfs.Add np to dire
tory dp under the name name. This will only be 
alled after anunsu

essful 
all to diskfs_lookup of type CREATE or RENAME; dp has been lo
ked
ontinuously sin
e that 
all and ds is as that 
all set it, np is lo
ked. 
red identi�esthe user responsible for the 
all (to be used only to validate dire
tory growth).[Fun
tion℄error_t diskfs_dirrewrite (stru
t node *dp , stru
t node *oldnp ,stru
t node *np , 
har *name , stru
t dirstat *ds ) [Fun
tion℄error_t diskfs_dirrewrite_hard (stru
t node *dp , stru
t node *np ,stru
t dirstat *ds )You should not de�ne diskfs_dirrewrite, be
ause it is simply a wrapper fordiskfs_dirrewrite_hard, and is already de�ned in libdiskfs.This will only be 
alled after a su

essful 
all to diskfs_lookup of type RENAME; this
all should 
hange the name found in dire
tory dp to point to node np instead of itsprevious referent. dp has been lo
ked 
ontinuously sin
e the 
all to diskfs_lookupand ds is as that 
all set it; np is lo
ked.diskfs_dirrewrite has some additional spe
i�
ations: name is the name within dpwhi
h used to 
orrespond to the previous referent, oldnp; it is this referen
e whi
his being rewritten. diskfs_dirrewrite also 
alls diskfs_noti
e_dir
hange if dp->dirmod_reqs is nonzero. [Fun
tion℄error_t diskfs_dirremove (stru
t node *dp , stru
t node *np ,
har *name , stru
t dirstat *ds ) [Fun
tion℄error_t diskfs_dirremove_hard (stru
t node *dp , stru
t dirstat *ds )You should not de�ne diskfs_dirremove, be
ause it is simply a wrapper for diskfs_dirremove_hard, and is already de�ned in libdiskfs.This will only be 
alled after a su

essful 
all to diskfs_lookup of type REMOVE;this 
all should remove the name found from the dire
tory ds. dp has been lo
ked
ontinuously sin
e the 
all to diskfs_lookup and ds is as that 
all set it.
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i�
ations: this routine should 
alldiskfs_noti
e_dir
hange if dp->dirmod_reqs is nonzero. The entry beingremoved has name name and refers to np. [Fun
tion℄error_t diskfs_drop_dirstat (stru
t node *dp , stru
t dirstat *ds )ds has been set by a previous 
all to diskfs_lookup on dire
tory dp; this fun
tionis guaranteed to be 
alled if diskfs_direnter, diskfs_dirrewrite, and diskfs_dirremove have not been 
alled, and should free any state retained by a stru
tdirstat. dp has been lo
ked 
ontinuously sin
e the 
all to diskfs_lookup.[Fun
tion℄void diskfs_null_dirstat (stru
t dirstat *ds )Initialize ds su
h that diskfs_drop_dirstat will ignore it. [Fun
tion℄error_t diskfs_get_dire
ts (stru
t node *dp , int entry , int n ,
har **data , u int *data
nt , vm size t bufsiz , int *amt )Return n dire
tory entries starting at entry from lo
ked dire
tory node dp. Fill *datawith the entries; whi
h 
urrently points to *data
nt bytes. If it isn't big enough,vm_allo
ate into *data . Set *data
nt with the total size used. Fill amt with thenumber of entries 
opied. Regardless, never 
opy more than bufsiz bytes. If bufsiz iszero, then there is no limit on *data
nt ; if n is -1, then there is no limit on amt.[Fun
tion℄int diskfs_dirempty (stru
t node *dp , stru
t protid *
red )Return nonzero if lo
ked dire
tory dp is empty. If the user has not rede�ned diskfs_
lear_dire
tory and diskfs_init_dire
tory, then `empty' means `only possessesentries labelled `.' and `..'. 
red identi�es the user making the 
all. . . if this user
annot sear
h the dire
tory, then this routine should fail. [Fun
tion℄error_t diskfs_get_translator (stru
t node *np , 
har **namep ,u int *namelen )For lo
ked node np (for whi
h diskfs_node_translated is true) look up the nameof its translator. Store the name into newly mallo
ed storage and set *namelen tothe total length. [Fun
tion℄error_t diskfs_set_translator (stru
t node *np , 
har *name ,u int namelen , stru
t protid *
red )For lo
ked node np, set the name of the translating program to be name, whi
h isnamelen bytes long. 
red identi�es the user responsible for the 
all. [Fun
tion℄error_t diskfs_trun
ate (stru
t node *np , o� t size )Trun
ate lo
ked node np to be size bytes long. If np is already less than or equal tosize bytes long, do nothing. If this is a symlink (and diskfs_short
ut_symlink isset) then this should 
lear the symlink, even if diskfs_
reate_symlink_hook storesthe link target elsewhere. [Fun
tion℄error_t diskfs_grow (stru
t node *np , o� t size ,stru
t protid *
red )Grow the disk allo
ated to lo
ked node np to be at least size bytes, and set np->allo
size to the a
tual allo
ated size. If the allo
ated size is already size bytes, donothing. 
red identi�es the user responsible for the 
all.
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tion℄error_t diskfs_node_reload (stru
t node *node )This fun
tion must reread all data spe
i�
 to node from disk, without writing any-thing. It is always 
alled with diskfs readonly set to true. [Fun
tion℄error_t diskfs_reload_global_state (void)This fun
tion must invalidate all 
a
hed global state, and reread it as ne
essary fromdisk, without writing anything. It is always 
alled with diskfs readonly set to true.diskfs_node_reload is subsequently 
alled on all a
tive nodes, so this 
all doesn'tneed to reread any node-spe
i�
 data. [Fun
tion℄error_t diskfs_node_iterate (error t (*fun ) (stru
t node *np ))For ea
h a
tive node np, 
all fun. The node is to be lo
ked around the 
all to fun. Iffun returns nonzero for any node, then stop immediately, and return that value.[Fun
tion℄error_t diskfs_allo
_node (stru
t node *dp , mode t mode ,stru
t node **np )Allo
ate a new node to be of mode mode in lo
ked dire
tory dp, but don't a
tuallyset the mode or modify the dire
tory, sin
e that will be done by the 
aller. Theuser responsible for the request 
an be identi�ed with 
red. Set *np to be the newlyallo
ated node. [Fun
tion℄void diskfs_free_node (stru
t node *np , mode t mode )Free node np; the on-disk 
opy has already been syn
hronized with diskfs_node_update (where np->dn_stat.st_mode was zero). np's mode used to be mode.[Fun
tion℄void diskfs_lost_hardrefs (stru
t node *np )Lo
ked node np has some light referen
es but has just lost its last hard referen
e.[Fun
tion℄void diskfs_new_hardrefs (stru
t node *np )Lo
ked node np has just a
quired a hard referen
e where it had none previously.Therefore, it is okay again to have light referen
es without real users. [Fun
tion℄void diskfs_try_dropping_softrefs (stru
t node *np )Node np has some light referen
es, but has just lost its last hard referen
es. Take stepsso that if any light referen
es 
an be freed, they are. Both diskfs node ref
nt lo
kand np are lo
ked. This fun
tion will be 
alled after diskfs_lost_hardrefs.[Fun
tion℄void diskfs_node_norefs (stru
t node *np )Node np has no more referen
es; free lo
al state, in
luding *np if it shouldn't beretained. diskfs node ref
nt lo
k is held. [Fun
tion℄error_t diskfs_set_hypermetadata (int wait , int 
lean )Write any non-paged metadata from format-spe
i�
 bu�ers to disk, asyn
hronouslyunless wait is nonzero. If 
lean is nonzero, then after this is written the �lesystem willbe absolutely 
lean, and it must be possible for the non-paged metadata to indi
atethat fa
t. [Fun
tion℄void diskfs_write_disknode (stru
t node *np , int wait )Write the information in np->dn_stat and any asso
iated format-spe
i�
 informationto the disk. If wait is true, then return only after the physi
al media has been
ompletely updated.
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tion℄void diskfs_file_update (stru
t node *np , int wait )Write the 
ontents and all asso
iated metadata of �le NP to disk. Generally, this willinvolve 
alling diskfs_node_update for mu
h of the metadata. If wait is true, thenreturn only after the physi
al media has been 
ompletely updated. [Fun
tion℄ma
h_port_t diskfs_get_filemap (stru
t node *np , vm prot t prot )Return a memory obje
t port (send right) for the �le 
ontents of np. prot is themaximum allowable a

ess. On errors, return MACH_PORT_NULL and set errno.[Fun
tion℄stru
t pager * diskfs_get_filemap_pager_stru
t(stru
t node *np )Return a stru
t pager * that refers to the pager returned by diskfs get �lemap forlo
ked node NP, suitable for use as an argument to pager_mem
py. [Fun
tion℄vm_prot_t diskfs_max_user_pager_prot (void)Return the bitwise OR of the maximum prot parameter (the se
ond argument todiskfs_get_filemap) for all a
tive user pagers. [Fun
tion℄int diskfs_pager_users (void)Return nonzero if there are pager ports exported that might be in use by users.Further pager 
reation should be blo
ked before this fun
tion returns zero.[Fun
tion℄void diskfs_syn
_everything (int wait )Syn
 all the pagers and write any data belonging on disk ex
ept for the hypermeta-data. If wait is true, then return only after the physi
al media has been 
ompletelyupdated. [Fun
tion℄void diskfs_shutdown_pager (void)Shut down all pagers. This is irreversible, and is done when the �lesystem is exiting.8.5.6 Diskfs OptionsThe fun
tions and variables des
ribed in this subse
tion already have default de�nitionsin libdiskfs, so you are not for
ed to de�ne them; rather, they may be rede�ned on a
ase-by-
ase basis.You should set the values of any option variables as soon as your program starts (beforeyou make any 
alls to diskfs, su
h as argument parsing). [Variable℄int diskfs_hard_readonlyYou should set this variable to nonzero if the �lesystem media 
an never be madewritable. [Variable℄
har * diskfs_extra_versionSet this to be any additional version spe
i�
ation that should be printed for {version.[Variable℄int diskfs_short
ut_symlinkThis should be nonzero if and only if the �lesystem format supports short
uttingsymboli
 link translation. The library guarantees that users will not be able to reador write the 
ontents of the node dire
tly, and the library will only do so if thesymlink hook fun
tions (diskfs_
reate_symlink_hook and diskfs_read_symlink_hook) return EINVAL or are not de�ned. The library knows that the dn_stat.st_size�eld is the length of the symlink, even if the hook fun
tions are used.
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ut_
hrdev [Variable℄int diskfs_short
ut_blkdev [Variable℄int diskfs_short
ut_fifo [Variable℄int diskfs_short
ut_ifso
kThese variables should be nonzero if and only if the �lesystem format supports short-
utting 
hara
ter devi
e node, blo
k devi
e node, FIFO, or Unix-domain so
ket trans-lation, respe
tively. [Variable℄int diskfs_default_syn
_intervaldiskfs_set_syn
_interval is 
alled with this value when the �rst diskfs thread isstarted up (in diskfs_spawn_first_thread). This variable has a default defaultvalue of 30, whi
h 
auses disk bu�ers to be 
ushed at least every 30 se
onds.[Fun
tion℄error_t diskfs_validate_mode_
hange (stru
t node *np ,mode t mode ) [Fun
tion℄error_t diskfs_validate_owner_
hange (stru
t node *np ,uid t uid ) [Fun
tion℄error_t diskfs_validate_group_
hange (stru
t node *np ,gid t gid ) [Fun
tion℄error_t diskfs_validate_author_
hange (stru
t node *np ,uid t author ) [Fun
tion℄error_t diskfs_validate_flags_
hange (stru
t node *np ,int flags ) [Fun
tion℄error_t diskfs_validate_rdev_
hange (stru
t node *np ,dev t rdev )Return zero if for the node np 
an be 
hanged as requested. That is, if np's mode
an be 
hanged to mode, owner to uid, group to gid, author to author, 
ags to 
ags,or raw devi
e number to rdev, respe
tively. Otherwise, return an error 
ode.It must always be possible to 
lear the mode or the 
ags; diskfs will not ask forpermission before doing so. [Fun
tion℄void diskfs_readonly_
hanged (int readonly )This is 
alled when the disk has been 
hanged from read-only to read-write mode orvi
e-versa. readonly is the new state (whi
h is also re
e
ted in diskfs readonly). Thisfun
tion is also 
alled during initial startup if the �lesystem is to be writable.[Variable℄error_t (*diskfs_
reate_symlink_hook) (stru
t node *np ,
har *target )If this fun
tion pointer is nonzero (and diskfs_short
ut_symlink is set) it is 
alledto set a symlink. If it returns EINVAL or isn't set, then the normal method (writingthe 
ontents into the �le data) is used. If it returns any other error, it is returned tothe user. [Variable℄error_t (*diskfs_read_symlink_hook) (stru
t node *np ,
har *target )If this fun
tion pointer is nonzero (and diskfs_short
ut_symlink is set) it is 
alledto read the 
ontents of a symlink. If it returns EINVAL or isn't set, then the normalmethod (reading from the �le data) is used. If it returns any other error, it is returnedto the user.
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tion℄error_t diskfs_rename_dir (stru
t node *fdp , stru
t node *fnp ,
har *fromname , stru
t node *tdp , 
har *toname , stru
t protid *from
red ,stru
t protid *to
red )Rename dire
tory node fnp (whose parent is fdp, and whi
h has name fromnamein that dire
tory) to have name toname inside dire
tory tdp. None of these nodesare lo
ked, and none should be lo
ked upon return. This routine is serialized, so itdoesn't have to be reentrant. Dire
tories will never be renamed ex
ept by this routine.from
red is the user responsible for fdp and fnp. to
red is the user responsible fortdp. This routine assumes the usual 
onvention where `.' and `..' are represented byordinary links; if that is not true for your format, you have to rede�ne this fun
tion.[Fun
tion℄error_t diskfs_
lear_dire
tory (stru
t node *dp ,stru
t node *pdp , stru
t protid *
red )Clear the `.' and `..' entries from dire
tory dp. Its parent is pdp, and the userresponsible for this is identi�ed by 
red. Both dire
tories must be lo
ked. Thisroutine assumes the usual 
onvention where `.' and `..' are represented by ordinarylinks; if that is not true for your format, you have to rede�ne this fun
tion.[Fun
tion℄error_t diskfs_init_dir (stru
t node *dp , stru
t node *pdp ,stru
t protid *
red )Lo
ked node dp is a new dire
tory; add whatever links are ne
essary to give it stru
-ture; its parent is the (lo
ked) node pdp. This routine may not 
all diskfs_lookupon pdp. The new dire
tory must be 
lear within the meaning of diskfs_dirempty.This routine assumes the usual 
onvention where `.' and `..' are represented by or-dinary links; if that is not true for your format, you have to rede�ne this fun
tion.
red identi�es the user making the 
all.8.5.7 Diskfs InternalsThe library also exports the following fun
tions, but they are not generally useful unlessyou are rede�ning other fun
tions the library provides. [Fun
tion℄error_t diskfs_
reate_protid (stru
t peropen *po ,stru
t iouser *user , stru
t protid **
red )Create and return a protid for an existing peropen po in 
red, referring to user user.The node po->np must be lo
ked. [Fun
tion℄error_t diskfs_start_protid (stru
t peropen *po ,stru
t protid **
red )Build and return in 
red a protid whi
h has no user identi�
ation, for peropen po.The node po->np must be lo
ked. [Fun
tion℄void diskfs_finish_protid (stru
t protid *
red ,stru
t iouser *user )Finish building protid 
red started with diskfs_start_protid; the user to install isuser. [Fun
tion℄void diskfs_protid_rele (void *arg )Called when a protid 
red has no more referen
es. Be
ause referen
es to protids aremaintained by the port management library, this is installed in the 
lean routines list.The ports library will free the stru
ture.
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tion℄stru
t peropen * diskfs_make_peropen (stru
t node *np ,int flags , stru
t peropen *
ontext )Create and return a new peropen stru
ture on node np with open 
ags 
ags. Theinitial values for the root_parent, shadow_root, and shadow_root_parent �elds are
opied from 
ontext if it is nonzero, otherwise ea
h of these values are set to zero.[Fun
tion℄void diskfs_release_peropen (stru
t peropen *po )De
rement the referen
e 
ount on po. [Fun
tion℄error_t diskfs_exe
boot_fsys_startup (ma
h port t port ,int flags , ma
h port t 
tl , ma
h port t *real ,ma
h msg type name t *realpoly )This fun
tion is 
alled by S_fsys_startup for exe
server bootstrap. The exe
serveris able to fun
tion without a real node, hen
e this fraud. Arguments are as for fsys_startup in <hurd/fsys.defs>. [Fun
tion℄int diskfs_demuxer (ma
h msg header t *inp ,ma
h msg header t *outp )Demultiplex in
oming libports messages on diskfs ports.The diskfs library also provides fun
tions to demultiplex the fs, io, fsys, interrupt, andnotify interfa
es. All the server routines have the pre�x diskfs_S_. For those routines, inarguments of type file_t or io_t appear as stru
t protid * to the stub.



Chapter 9: Twisted Filesystems 699 Twisted FilesystemsIn the Hurd, translators are 
apable of redire
ting �lesystem requests to other translators,whi
h makes it possible to implement alternative views of the same underlying data. Thetranslators des
ribed in this 
hapter do not provide dire
t a

ess to any data; rather, theyare organizational tools to help you simplify an existing physi
al �lesystem layout.Be prudent with these translators: you may a

identally injure people who want their�lesystems to be rigidly tree-stru
tured.1FIXME: �nish9.1 symlink, �rmlink9.2 hostmux, usermux9.3 shadowfs

1 You are lost in a maze of twisty little �lesystems, all alike. . . .



Chapter 10: Distributed Filesystems 7010 Distributed FilesystemsDistributed �lesystems are designed to share �les between separate ma
hines via a network
onne
tion of some sort. Their design is signi�
antly di�erent than stored �lesystems (seeChapter 8 [Stored Filesystems℄, page 55): they need to deal with the problems of net-work delays and failures, and may require 
omplex authenti
ation and repli
ation proto
olsinvolving multiple �le servers.10.1 File Transfer Proto
olFIXME: �nish10.1.1 ftp
p, ftpdir10.1.2 ftpfs10.1.3 FTP Conne
tion LibraryFIXME: �nish10.2 Network File SystemFIXME: �nish10.2.1 nfsd10.2.2 nfs



Chapter 11: Networking 7111 NetworkingFIXME: this subsystem is in 
ux11.1 p�net11.2 p
o
al11.3 libpipe11.4 So
ket Interfa
eFIXME: net frobbing stu� may be added to so
ket.defs



Chapter 12: Terminal Handling 7212 Terminal HandlingFIXME: �nish12.1 term12.2 term.defs



Chapter 13: Running Programs 7313 Running ProgramsFIXME: �nish13.1 ps, w13.2 libps13.3 exe
13.4 pro
13.5 
rash



Chapter 14: Authenti
ation 7414 Authenti
ationFIXME: �nish14.1 addauth, rmauth, setauth14.2 su, sush, unsu14.3 login, loginpr14.4 auth14.5 Auth Interfa
eFIXME: �nish14.5.1 Auth Proto
olFIXME: �nish
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